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Series 1: Modern Office Environment

Series outline

¢ 1.1 Office Arrangement
o 1.1.1 Present-day Office Layout
o 1.1.2 Physical and Organisational Structure
o 1.1.3Impact on Workflow

¢ 1.2 Office Environment
o 1.2.1 Workplace Comfort and Ergonomics
o 1.2.2 Communication Flow
o 1.2.3 Productivity Factors

¢ 1.3 Information and Communication Handling
o 1.3.1Information Flow Procedures
o 1.3.2 Communication Channels

o 1.3.3 Documentation and Record Management

1 Modern Office Environment
Introduction

In today’s world, the office is no longer just a physical space with desks and filing cabinets. It has
evolved into a dynamic environment where layout, atmosphere, and communication procedures
directly influence productivity and efficiency. Understanding how modern offices are arranged and
managed is essential for anyone preparing to work in or lead an organisation.

The aim of this Series is to equip you with the knowledge and skills to analyse office arrangements,
evaluate the environment, and apply effective information and communication handling
procedures.
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We shall commence this Series by examining office arrangement, focusing on present-day layouts,
structures, and their impact on workflow. Next, we will explore the office environment, considering
workplace comfort, ergonomics, communication flow, and productivity factors. Finally, we will
wrap up by studying information and communication handling, where we will look at procedures,
channels, and documentation practices that ensure smooth organisational operations.

Series Learning Outcomes

Upon completing this Series, you should be able to:
e SLO 1.1 define the concept of office arrangement and explain its influence on workflow,
e SLO 1.2 analyse the physical and organisational structures of a modern office,

e SLO 1.3 evaluate factors that shape the office environment, including ergonomics and
communication flow,

e SLO 1.4 demonstrate procedures for effective information flow and communication
handling, and

e SLO 1.5 apply principles of documentation and record management in an office setting.

1.1 Office Arrangement
1.1.1 Present-day office layout

A present-day office layout refersto the physical arrangement of furniture, equipment, and
workspaces designed to support efficiency and collaboration. Modern layouts often emphasise
open spaces, flexible seating, and shared resources to encourage communication and teamwork.
Unlike traditional closed offices, these layouts reduce barriers and promote accessibility.

Fillin the blank: The physical arrangement of furniture and equipment in a workplace is called
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Description: Diagram showing a modern open-plan office layout with desks, meeting pods, and

shared spaces. Caption: Figure 1.1 Modern office layout
1.1.2 Physical and organisational structure

The physical structure of an office refers to the tangible elements such as walls, partitions,
furniture, and equipment. The organisational structure refers to how tasks, responsibilities, and
communication channels are arranged within the office. Together, these structures influence
workflow, employee interaction;and overall productivity.

Fillin the blank: The tangible elements like walls and furniture form the structure of an
office.
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Description: Image of a modern office with ergonomic furniture and partitioned workspaces.

Caption: Plate 1.2 Physical structure of a modern office
1.1.3 Impact on workflow

The arrangement of an office directly affects workflow, which is the sequence of tasks and
processes carried out to achieve organisational goals. A well-designed office layout reduces
unnecessary movement, improves communication, and enhances efficiency. Conversely, poor
arrangement can lead to delays; confusion, and reduced productivity.

Fillin the blank: The sequence of tasks and processes carried out in an office is known as
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IMPACTS OF OFFICE ARRANGEMENT ON WORKFLOW
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Caption: Box 1.1 Key impacts of office arrangement on workflow [Insert box here] Description: A
table-style box listing impacts such as reduced movement, improved communication, and
enhanced efficiency.

Pilot questions 1.1
1. Which term refers to the physical arrangement of furniture and equipment in a workplace?
2. Whatis the difference between physical structure and organisational structure in an office?
3. How does office arrangement influence workflow efficiency?
4. Give one example of how poor office arrangement can reduce productivity.

5. Why are modern office layouts often designed with open spaces?

1.2 Office Environment
1.2.1 Workplace comfort and ergonomics

Workplace comfort refers to the physical and psychological ease experienced by employees in
theirwork setting. It includes factors such as lighting, ventilation, seating, and noise control.
Ergonomics is the science of designing the workplace to fit the worker, aiming to reduce strain and
improve efficiency. Awell-designed ergonomic environment prevents health issues such as back
pain and eye strain, while also boosting productivity.

Fillin the blank: The science of designing the workplace to fit the worker is called
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Description: Diagram showing ergonomic office furniture, including adjustable chairs and desks.
Caption: Figure 1.3 Ergonomic office furniture

1.2.2 Communication flow

Communication flow refers to the movement of information within an organisation. It can be
upward, downward, horizontal, or diagonal, depending on the direction and purpose. Effective
communication flow ensures that instructions, feedback, and ideas are transmitted clearly and
promptly. Poor communication flow often leads to misunderstandings, delays, and reduced
morale.

Fillin the blank: When information moves between employees at the same level, itis called
communication.
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Description: Image showing arrows representing upward, downward, and horizontal
communication in an office. Caption: Plate 1.4 Communication flow in an organisation

1.2.3 Productivity factors

Productivity factors are elements within the office environment that influence how efficiently
tasks are completed. These include motivation, teamwork, technology, and management style. A
supportive environment with clear goals and adequate resources enhances productivity, while
distractions, poor leadership, orinadequate tools reduce it.

Fillin the blank: Motivation, teamwork; and technology are examples of factorsin an
office environment.
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PRODUCTIVITY FACTORS IN THE OFFICE ENVIRONMENT
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Caption: Box 1.2 Key productivity factors in the office environment [Insert box here] Description: A
table-style box listing productivity factors such as motivation, teamwork, technology, and
management style.

Pilot questions 1.2
1. Whatis ergonomics, and why/is it importantin the workplace?
2. ldentify two physical factors that contribute to workplace comfort.
3. Explain the difference between upward and horizontal communication flow.
4. Give one example of how poor communication flow can affect productivity.

5. Listtwo productivity factors that influence efficiency in an office environment.

1.3 Information and Communication Handling
1.3.1 Information flow procedures

Information flow procedures are the systematic methods by which data and messages move
within an organisation. These procedures ensure that information reaches the right people at the
right time: They include processes such as filing, reporting, and distributing memos. Effective
procedures reduce duplication, prevent delays, and maintain accuracy.

Fill in the blank: The systematic methods by which data and messages move within an organisation
are called
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Description: Flowchart showing information movement from management to staff and back.
Caption: Figure 1.5 Information flow procedures in an office

1.3.2 Communication channels

Communication channels are the pathways through which information is transmitted in an
organisation. They can be formal, such as official reports and meetings, or informal, such as casual
conversations and instant messaging. Choosing the right channel depends on the urgency,
sensitivity, and complexity of the. message. Formal channels provide accountability, while informal
channels often promote speed and flexibility.

Fillin the blank: Official reports and meetings are examples of communication
channels.
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OER EDUCATIONAL RESOURCE: CC BY-SA
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Description: Image showing different communication'channels such as email, meetings, and
instant messaging. Caption: Plate 1.6 Communication channels:in an office

1.3.3 Documentation and record management

Documentation and record management refers to the organised system of creating, storing, and
retrieving records in an office. Proper/documentation ensures that information is preserved for
future reference, legal compliance, and decision-making. Records may be in paper or electronic
form, but they must be managed.systematically to avoid loss or misinterpretation.

Fillin the blank: The organised system of creating, storing, and retrieving records in an office is
called
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Caption: Box 1.3 Principles of effective record management [Insert box here] Description: A table-
style box listing principles such as accuracy, accessibility, security, and compliance.

Pilot questions 1.3
1. What are information flow procedures, and why are they important?
2. Distinguish between formaliand informal communication channels.
3. Give one example of aformal communication channelin an office.
4. Whatis documentation and record management, and what purpose does it serve?

5. Listtwo principles of effective record management.

Series Summary

This Series has introduced you to the concept of the modern office environment, highlighting its
importance in shaping productivity and communication within organisations. We began by
examining office arrangement, where we considered present-day layouts, physical and
organisational structures, and their impact on workflow. We then moved on to the office
environment, focusing on workplace comfort, ergonomics, communication flow, and productivity
factors. Finally, we explored information and communication handling, including procedures,
channels, and documentation practices that support effective operations.

By engaging with these topics, you should now be able to define and explain office arrangement,
analyse structures, evaluate environmental factors, demonstrate procedures for information flow,
and apply principles of documentation and record management. These abilities directly align with
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the Series Learning Outcomes and provide you with practical skills for managing and improving
office environments.

Glossary of Terms

¢ Communication channels: Pathways through which information is transmitted in an
organisation, either formally or informally.

¢ Communication flow: The movement of information within an organisation, which may be
upward, downward, horizontal, or diagonal.

e Documentation and record management: The organised system of creating, storing, and
retrieving records in an office.

e Ergonomics: The science of designing the workplace to fit the worker, aiming to reduce
strain and improve efficiency.

¢ Information flow procedures: Systematic methods by which data and messages move
within an organisation.

o Office arrangement: The physical layout of furniture; equipment, and workspaces in an
office.

e Organisational structure: The arrangement of tasks, responsibilities, and communication
channels within an office.

e Physical structure: Tangible elements of an office such as walls, partitions, furniture, and
equipment.

¢ Productivity factors: Elements within the office environment that influence efficiency,
such as motivation, teamwork, technology, and management style.

¢ Workflow: The sequence of tasks and processes carried out to achieve organisational
goals.

Concept Check Questions [Series 1]
Objective questions

1. Which term refers to the science of designing the workplace to fit the worker? (Linked to
SLO 1.3)

2. Whatis the difference between formal and informal communication channels? (Linked to
SLO 1.4)

3. Which factor directly influences workflow efficiency in an office? (Linked to SLO 1.1)
Short-answer questions

4. Define office arrangement and explain its relevance to workflow. (Linked to SLO 1.1)
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5. ldentify two productivity factors that can enhance efficiency in an office environment.
(Linked to SLO 1.3)

6. Explain the purpose of documentation and record management in an organisation. (Linked
to SLO 1.5)

Long-answer questions

7. Analyse how physical and organisational structures together influence communication and
productivity in a modern office. (Linked to SLO 1.2 and SLO 1.3)

o Basic response: Describe the physical and organisational structures and explain
their combined effect on workflow.

o Value-added response: Provide examples of how specific structures (e.g., open-
plan layouts, hierarchical reporting systems) can either enhance or hinder
communication and productivity.

8. Evaluate the importance of information flow procedures and communication channels in
ensuring effective office operations. (Linked to'SLO 1.4)

o Basic response: Explain the role of procedures and channels in transmitting
information.

o Value-added response: Discuss how organisations can balance formal and
informal channels to achieve efficiency and accountability.

Answers to Concept Check Questions [Series 1]
(To be compiled at the end of the SLM after all Series are completed.)
Answers to Pilot Questions [Series 1]
Pilot questions 1.1
o Office’arrangement

e Physical structure is tangible elements; organisational structure is task and
communication arrangement

o ltinfluences workflow efficiency by reducing movement and improving communication
e  Example: Poor arrangement can cause delays and confusion
e  Open spaces encourage collaboration and accessibility
Pilot questions 1.2
¢ Ergonomics is designing the workplace to fit the worker
e Lighting and seating contribute to workplace comfort

-
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¢ Upward communication flows from staff to management; horizontal flows between peers
e Poorcommunication flow can cause misunderstandings and delays
e Motivation and teamwork
Pilot questions 1.3
o Information flow procedures are systematic methods for moving data and messages

e Formal channels are official reports and meetings; informal channels are casual
conversations

o Example: Official reports
e Documentation and record management ensures information is preserved and accessible
e Accuracy and accessibility

References and Attributions [Series 1]

e Figures, plates, and boxes were suggested as placeholders with Al prompt guidance. For
example:

o Figure 1.1 Modern office layout: Al prompt “Diagram of a modern open-plan office
layout with desks, meeting pods, and shared spaces”.

o Plate 1.2 Physical structure of a modern office: Al prompt “Image of ergonomic
office furniture and‘partitioned workspaces”.

o Box 1.1 Key impacts of office arrangement on workflow: Al prompt “Table showing
impacts of office arrangement on workflow”.

o Figure 1.3 Ergonomic office furniture: Al prompt “Diagram of ergonomic office
furniture with adjustable chairs and desks”.

o | Plate 1.4 Communication flow in an organisation: Al prompt “Illustration of upward,
downward; and horizontal communication flow in an office”.

o »Box 1.2 Key productivity factors in the office environment: Al prompt “Table listing
productivity factors in office environment”.

o, Figure 1.5 Information flow procedures in an office: Al prompt “Flowchart of
information flow procedures in an office”.

o Plate 1.6 Communication channels in an office: Al prompt “Illustration of
communication channels in an office including email, meetings, and instant
messaging”.

o Box 1.3 Principles of effective record management: Al prompt “Table listing
principles of effective record management in an office”.
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o Suggested search strings for open educational resources (OER) include:
o “OER diagram modern office layout”
o “OERimage ergonomic office furniture modern office”
o “OERtable office arrangement workflow impacts”
o “OERdiagram ergonomic office furniture”
o “OERimage communication flow in organisation”
o “OER table productivity factors office environment”
o “OER flowchart office information flow procedures”
o “OERimage communication channels office”

o “OERtable principles of record management office”

Series 2: Office Machines and Information Processing
Series outline
e 2.1 Types of Office Machines
o 2.1.1 Manual office machines
o 2.1.2 Electronic office machines
o 2:1.3 Comparative uses of machines
e 2.2 Information Technology in Office Tasks
o. 2.2.1Role of IT in information processing
o 2.2.2 Software types and capabilities
o. 2.2.3IT and e-business environment
e 2.3 Management Information Systems
o 2.3.1 Concept of MIS
o 2.3.2 Functions of MIS

o 2.3.3 Benefits and limitations of MIS
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o 2.4 Office Automation
o 2.4.1 Definition and scope of office automation
o 2.4.2Tools and technologies for automation

o 2.4.3Impact of automation on office productivity

Introduction

In every organisation, office machines play a vital role in ensuring that tasks are completed
efficiently and accurately. From manual devices such as typewriters and filing systems to
advanced electronic gadgets like computers and printers, these tools have transformed the way
information is processed and managed. Understanding how machines and information systems
work together is essential for anyone preparing to function effectively in a modern office.

The aim of this Series is to enable you to identify different types of office.machines, explain their
uses, and apply information technology concepts to office tasks. You will also be guided to analyse
management information systems and evaluate the impact of office automation on productivity.

We shall commence this Series by exploring the types of office machines, both manual and
electronic, and their comparative uses. Next, we will examine the role of information technology in
office tasks, including software capabilities and the e-business environment. Following that, we
will study management information.systems, focusing on their concepts, functions, and
limitations. Finally, we will conclude with office automation, where we will consider its scope,
tools, and impact on productivity.

Series Learning Outcomes

Upon completing this Series, you should be able to:
e SLO 2.1 identify and describe manual and electronic office machines,
e SLO 2.2 explain the role of information technology in office information processing tasks,
e | SLO 2.3 analyse different types of software and their capabilities in office operations,

e SLO 2.4 evaluate the concept, functions, and limitations of management information
systems, and

e SLO 2.5 assess the scope, tools, and impact of office automation on organisational
productivity.

2.1 Types of Office Machines
2.1.1 Manual office machines

-
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Manual office machines are devices operated without electricity or advanced technology.
Examples include typewriters, staplers, filing cabinets, and duplicating machines. These machines
were once the backbone of office work, providing basic functions such as typing, filing, and
duplicating documents. Although less common today, they remain useful in certain contexts where
simplicity, low cost, or independence from electricity is required.

Fillin the blank: Devices such as typewriters and staplers are examples of office
machines.

OPEN
EDUCATIONAL
RESOURCE (OER)

Description: Image showing a typewriter, stapler, and filing cabinet. Caption: Plate 2.1 Examples of
manual office machines

2.1.2 Electronic office machines

Electronic office machines are powered by electricity and often incorporate digital technology.
Examples include computers, printers, photocopiers, scanners, and fax machines. These
machines have revolutionised office work by increasing speed, accuracy, and efficiency. They also
support advanced functions such as data storage, communication, and automated processing.

Fillinthe blank: Computers and printers are examples of office machines.
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Description: Diagram showing electronic office machines such as computers, printers, and
photocopiers. Caption: Figure 2.2 Electronic office machines

2.1.3 Comparative uses of machines

The comparative uses of machines highlight the differences between manual and electronic
devices. Manual machines are often durable, inexpensive, and easy to maintain, but they are
slower and less versatile. Electronic machines, on the other hand, provide speed, accuracy, and
multifunctionality, but they require electricity, regular maintenance, and higher costs. Offices often
combine both types depending on their needs and resources.

Fillin the blank: Manual machines are inexpensive but slower, while machines are
faster and multifunctional.
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COMPARISON OF MANUAL vs. ELECTRONIC OFFICE MACHINES

Evaluating Key Operational Factors: Cost, Speed, Versatility, and Maintenance.
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Caption: Box 2.1 Comparative uses of manual and electronic office machines [Insert box here]
Description: A table-style box comparing manual and electronic machines in terms of cost, speed,
versatility, and maintenance.

Pilot questions 2.1
1. What are manual office machines, and give two examples.
2. ldentify three electronic office machines commonly used in modern offices.
3. Explain one advantage of manual machines over electronic machines.
4. Explain one advantage of electronic machines over manual machines.

5. Why might an office choose to use both manual and electronic machines?

2.2 Information Technology in Office Tasks
2.2.1 Role of IT in information processing

Information technology (IT) refers to the use of computers, software, and communication
systems to manage and process information. In office tasks, IT enables faster data entry, storage,
retrieval, and analysis. It reduces human error, supports decision-making, and allows for real-time
communication. For example, spreadsheets can process large amounts of data quickly, while
email systems ensure instant communication across departments.

Fillin the blank: The use of computers and communication systems to manage information is
called

-
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[T TOOLS IN OFFICE INFORMATION PROCESSING: COMPUTERS, SERVERS, & NETWORKS

A SYSTEMATIC VIEW OF WORKFLOW AND DATA MANAGEMENT
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Description: Diagram showing IT tools such as computers, servers, and networks used in office
information processing. Caption: Figure 2.3 Role of IT in office information processing

\

2.2.2 Software types and capabilities

Software refers to the set of programmes and applications that enable computers to perform
specific tasks. In offices, software can be categorised into system software, application software,
and utility software. System software manages hardware resources, application software supports
tasks such as word processing.and accounting, while utility software provides specialised
functions like data backup. Each type of software enhances office efficiency by automating tasks
and reducing manual effort.

Fillin the blank: Word processors:and accounting applications are examples of
software.

MET | ONLINE LEARNING VIDEO PLATFORM FOR POST-SECONDARY & HIGHER INSTITUTION STUDENTS



COMMON OFFICE SOFTWARE CATEGORIES & EXAMPLES

A reference quide for office productivity and administration

OPEN EDUCATIONAL RESOURCE (OER) - CC BY-SA 4.0
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—— =

Caption: Box 2.2 Types of software used in offices [Insert box here] Description: A table-style box
listing system software, application software, and utility software with examples.

2.2.3IT and e-business environment

The e-business environment refers to the use of IT to conduct business activities online. This
includes electronic communication, online transactions, and digital marketing. IT provides the
infrastructure for e-business by enabling secure payment systems, customer relationship

management, and global connectivity. Offices that adopt e-business practices benefit from wider
market reach, reduced operational costs, and improved customer service.

Fillin the blank: Conducting business activities online using IT is known as
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E-BUSINESS ECOSYSTEM: INTEGRATED DIGITAL PLATFORMS
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Description: Image showing online business activities such as e-commerce websites, digital
payments, and customer portals. Caption: Plate 2.4 IT in the e-business environment

Pilot questions 2.2
1. Define information technology and explain its role in office tasks.
2. ldentify the three main categories of software used in offices.
3. Give one example of application software and its use.
4. Explain how IT supports e-business activities.

5. Listtwo benefits of adopting e-business practices in an office environment.

2.3 Management Information Systems
2.3.1 Concept of MIS

A management information system (MIS) is a structured system that collects, processes, stores,
and distributes information to support decision-making in an organisation. MIS integrates people,
processes, and technology to ensure that managers have timely and accurate information. Itis
designed to provide reports and summaries that help in planning, controlling, and evaluating
organisational activities.

Fill in the blank: A structured system that collects and distributes information for decision-making
is called
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Description: Diagram showing the components of MIS including people, processes, and
technology. Caption: Figure 2.5 Concept of a management information system

2.3.2 Functions of MIS

The functions of MIS include data collection, processing, storage, and dissemination. MIS ensures
that raw data is transformed into meaningfulinformation that managers can use to make
decisions. It also supports routine operations such as payroll, inventory management, and
scheduling. By providing structured reports, MIS helps organisations monitor performance and
identify areas for improvement.

Fillin the blank: Transforming raw data into meaningful information is a key of MIS.

-
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FUNCTIONS OF A MANAGEMENT INFORMATION SYSTEM (MIS)
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Caption: Box 2.3 Functions of a management information system [Insert box here] Description: A
table-style box listing functions such as data collection, processing, storage, dissemination, and

reporting.

2.3.3 Benefits and limitations of MIS

The benefits of MIS include improved decision-making, enhanced efficiency, and better
communication across departments. MIS provides managers with accurate and timely
information, which reduces uncertainty and supports strategic planning. However, MIS also has
limitations, such as high implementation costs, dependence on technology, and the risk of data
breaches. Organisations must balance these benefits and limitations when adopting MIS.

Fillin the blank: One limitation of MIS is its dependence on
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Description: Image showing managers using MIS dashboards for decision-making. Caption: Plate
2.6 Benefits of MIS in decision-making

Pilot questions 2.3
1. Define management information system and explain its purpose.
2. Listthree functions of MIS.
3. Give one benefit of MISiin organisational decision-making.
4. Identify one limitation of MIS.

5. Explain whyMIS.is considered important for managers.

2.4 Office Automation
2.4.1 Definition and scope of office automation

Office automation refers to the use of technology and systems to perform office tasks
automatically, reducing manual effort and increasing efficiency. It covers a wide scope, including
document creation, communication, scheduling, and data management. By integrating hardware,
software, and networks, office automation enables organisations to streamline operations and
improve accuracy.

Fillin the blank: The use of technology to perform office tasks automatically is called
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Description: Diagram showing office automation processes such as document creation,
scheduling, and communication. Caption: Figure 2.7 Scope of office automation

2.4.2 Tools and technologies for automation

Tools and technologies for automation include word processors, spreadsheets, email systems,
databases, and workflow management software. These tools allow offices to handle large volumes
of information quickly and accurately. For example, spreadsheets automate calculations, while
workflow software manages tasks across departments. The integration of these tools creates a
seamless environment where routine tasks are completed with minimal human intervention.

Fillin the blank: Spreadsheets are used to automate in office tasks.
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TOOLS AND TECHNOLOGIES FOR OFFICE AUTOMATION WITH USES

CATEGORY TOOL / TECHNOLOGY KEY USES & APPLICATIONS BENEFITS IN OFFICE ENVIRONMENT
; : Virtual meetings, webinars, remote Reduced travel costs, real-time
Video Conferencing (Zoom, MS Teams) team syncs. collaboration, improved global reach.

Centralized data, data backup, easy

Storing files, version control, secure
retrieval, real-time co-authoring.

Cloud Storage & Sharing
access, sharing large documents.

(Google Drive, Dropbox)

Automating repetitive tasks, connecting Increased efficiency, error reduction,

Business Process Management (BPM)
apps, form processing, approval workflows.| standardized processes, faster turnaround.

software (Zapier, Nintex)

Accurate calculations, trend analysis,

Data entry, analysis, financial modeling,
informed decision-making, organized data.

Spreadsheet Software
reporting, data visualization.

(MS Excel, Google Sheets)

Optimized time management, reduced

Digital Calendars & Scheduling Tools | Booking appointments, setting reminders,
conflicts, better resource allocation.

(Calendly, MS Outlook Calendar) team availability, meeting coordination.

Automated billing, accurate financial

Accounting Software Invoicing, exPenseltracking,_ payroll
(QuickBooks, Xero) pmces&ng,prlggggalor:pomng, tax records, compliance, time-saving.

Managing customer interactions, tracking | Personalized service, improved customer
leads, sales pipeline, customer support. | retention, sales growth, centralized data.

OPEN EDUCATIONAL RESOURCE - CC BY-SA 4,0 (CEONN

CRM Platform
(Salesforce, HubSpot)

SOURCE: OER OFFICE AUTOMATION GUIDELINES - WWW.OER.GOV
Caption: Box 2.4 Tools and technologies for office automation
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Description: A table-style box listing tools such as word processors, spreadsheets, email systems,
databases, and workflow software with their uses.

2.4.3 Impact of automation on office productivity

The impact of automation on office productivity is significant. Automation reduces errors, saves
time, and allows employees to focus on higher-level tasks. It also improves communication,
enhances record management, and supports decision-making. However, automation may require
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investment in technology and training, and it can reduce the need for certain manual roles.
Organisations must balance these impacts to achieve optimal productivity.

Fill in the blank: Automation reduces errors and saves in office tasks.

Description: Image showing employees using automated systems such as workflow dashboards
and digital communication tools. Caption: Plate 2.8 Impact of office automation on productivity

Pilot questions 2.4
1. Define office automation and explain its scope.
2. ldentify three tools used in office automation.
3. Explain one advantage of using spreadsheets in office automation.
4. Describe one impact of automation on office productivity.

5. AWhy must organisations balance the benefits and challenges of automation?

Series Summary

This Series has guided you through the essential role of office machines and information
processing in modern organisations. We began by identifying manual and electronic office
machines, highlighting their comparative uses. We then examined how information technology
supports office tasks, including the role of software and its contribution to the e-business
environment. Following that, we explored management information systems, focusing on their
concepts, functions, benefits, and limitations. Finally, we considered office automation, its scope,
tools, and the impact it has on productivity.
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By completing this Series, you should now be able to identify and describe office machines, explain
the role of IT in office tasks, analyse software capabilities, evaluate management information
systems, and assess the impact of automation. These skills directly align with the Series Learning
Outcomes and prepare you to apply technology effectively in office environments.

Glossary of Terms

e Application software: Programmes designed to perform specific tasks such as word
processing or accounting.

¢ Electronic office machines: Devices powered by electricity and digital technology, such
as computers and printers.

e E-business environment: The use of IT to conduct business activities online, including
transactions and communication.

¢ Information technology (IT): The use of computers, software, and communication
systems to manage and process information.

¢ Management information system (MIS): A structured system that collects, processes,
stores, and distributes information for decision-making.

¢ Manual office machines: Devices operated without electricity, such as typewriters and
staplers.

o Office automation: The use of technology to perform office tasks automatically, reducing
manual effort.

o Software: Programmesand applications that enable computers to perform tasks,
categorised into system, application; and utility software.

o Workflow software: Tools that manage and automate tasks across departments.
Concept Check Questions [Series 2]
Objective questions

1. ~Which term refers to devices such as typewriters and staplers? (Linked to SLO 2.1)

2. Word processors and accounting applications are examples of which type of software?
(Linked to SLO 2.3)

3. Whatis the main purpose of a management information system? (Linked to SLO 2.4)
Short-answer questions

4. Define information technology and explain its role in office information processing. (Linked
to SLO 2.2)

5. ldentify two tools commonly used in office automation. (Linked to SLO 2.5)

-
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6. Explain one benefit and one limitation of MIS. (Linked to SLO 2.4)
Long-answer questions

7. Analyse the comparative uses of manual and electronic office machines, highlighting their
advantages and disadvantages. (Linked to SLO 2.1)

o Basic response: Describe manual and electronic machines and explain their
differences.

o Value-added response: Provide examples of contexts where each type is most
effective, such as low-resource offices versus technology-driven organisations.

8. Evaluate the impact of office automation on productivity, considering both benefits and
challenges. (Linked to SLO 2.5)

o Basic response: Explain how automation reduces.errors and saves time.

o Value-added response: Discuss how automation influences employee roles,
organisational costs, and long-term efficiency.

Answers to Concept Check Questions [Series 2]
(To be compiled at the end of the SLM afterall Series are completed.)
Answers to Pilot Questions [Series 2]
Pilot questions 2.1
¢ Manual office machines; examples: typewriter, stapler
e Computers, printers, photocopiers
e Manual machines are inexpensive and durable
e Electronic.machines are faster and multifunctional
o Offices useboth for balance of cost and efficiency
Pilot questions 2.2

o |nformation technology; it manages and processes information

System software, application software, utility software

Example: Word processor for document creation

IT supports online transactions and communication

Wider market reach and reduced operational costs

Pilot questions 2.3

-
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e MISis a structured system for decision-making
e Data collection, processing, storage
e Provides accurate and timely information
e Highimplementation costs or dependence on technology
e |t supports managers with timely reports
Pilot questions 2.4
o Office automation; scope includes document creation and scheduling
e Word processors, spreadsheets, email systems
e Automates calculations
¢ Reduces errors and saves time
o Organisations must balance costs and benefits
References and Attributions [Series 2]

o Figures, plates, and boxes were‘suggested as placeholders with Al prompt guidance. For
example:

o Plate 2.1 Examples of manual office machines: Al prompt “Image of typewriter,
stapler, and filing cabinet in an office”.

o Figure 2.2 Electronic office machines: Al prompt “Diagram of electronic office
machines including computers, printers, and photocopiers”.

o Box 2.1 Comparative uses of manual and electronic office machines: Al prompt
“Table comparing manual and electronic office machines by cost, speed,
versatility, and maintenance”.

o | Figure 2.3 Role of IT in office information processing: Al prompt “Diagram of IT tools
including computers, servers, and networks used in office tasks”.

o  Box 2.2 Types of software used in offices: Al prompt “Table listing types of software
used in offices with examples”.

o Plate 2.4 1T in the e-business environment: Al prompt “Illustration of e-business
environment with e-commerce websites, digital payments, and customer portals”.

o Figure 2.5 Concept of a management information system: Al prompt “Diagram of
management information system showing people, processes, and technology”.

o Box 2.3 Functions of a management information system: Al prompt “Table listing
functions of management information system”.

-
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o Plate 2.6 Benefits of MIS in decision-making: Al prompt “Image of managers using
MIS dashboards for decision-making”.

o Figure 2.7 Scope of office automation: Al prompt “Diagram showing office
automation processes including document creation, scheduling, and
communication”.

o Box2.4Tools and technologies for office automation: Al prompt “Table listing tools
and technologies for office automation with uses”.

o Plate 2.8 Impact of office automation on productivity: Al prompt “Image of
employees using workflow dashboards and digital communication tools in an
office”.

e Suggested search strings for open educational resources (OER) include:
o “OERimage manual office machines typewriter stapler filing cabinet”
o “OERdiagram electronic office machines computers printers photocopiers”
o “OERtable comparison manual vs electronic office machines”
o “OERdiagram IT role in office information processing”
o “OERtable types of software office examples”
o “OERimage IT e-business environment”
o “OERdiagram management information system components”
o “OERtable functions of MIS”
o “OERimage management information system dashboard”
o “OERdiagram scope of office automation”
o | “OERtable office automation tools technologies”

o “OER image office automation productivity impact”

Series 3: Management Information Systems and
Automation

Series outline

-
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¢ 3.1 Fundamentals of Management Information Systems
o 3.1.1 Definition and components of MIS
o 3.1.2Types of MIS
o 3.1.3 Role of MIS in decision-making
e 3.2 Functions and Applications of MIS
o 3.2.1 Data collection and processing
o 3.2.2 Reporting and performance monitoring
o 3.2.3 Strategic and operational applications
o 3.3 Office Automation Systems
o 3.3.1 Concept and scope of automation
o 3.3.2Tools and technologies for automation
o 3.3.3 Benefits and challenges of automation
e 3.4 Integration of MIS and Automation
o 3.4.1Linking MIS with office automation
o 3.4.2Impact on organisational productivity

o 3.4.3 Future trends in MIS and automation

Introduction

In today’s rapidly evolving workplace, organisations rely heavily on systems that can process
information efficiently and automate routine tasks. Management information systems (MIS)
provide managers with-timely and accurate data for decision-making, while automation
technologies streamline office operations, reduce errors, and enhance productivity. Together, MIS
and automation form the backbone of modern office management.

The aim of this Series is to equip you with the knowledge to define and analyse MIS, explain its
functions and applications, and evaluate how automation systems transform office productivity.
You will also learn how MIS and automation integrate to create a more efficient and future-ready
organisational environment.

We shall commence this Series by exploring the fundamentals of MIS, including its definition,
components, types, and role in decision-making. Next, we will examine the functions and
applications of MIS, focusing on data collection, reporting, and strategic uses. Following that, we
will study office automation systems, considering their scope, tools, and challenges. Finally, we
ol
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will conclude with the integration of MIS and automation, where we will assess their combined
impact on productivity and explore future trends.

Series Learning Outcomes
Upon completing this Series, you should be able to:
e SLO 3.1 define management information systems and describe their components,
e SLO 3.2 classify different types of MIS and explain their role in decision-making,
e SLO 3.3 analyse the functions and applications of MIS in organisational operations,
e SLO 3.4 explain the concept and scope of office automation systems,
o SLO 3.5identify tools and technologies used in office automation,
o SLO 3.6 evaluate the benefits and challenges of automation in office environments, and

e SLO 3.7 assess the integration of MIS and automation, including theirimpact on
productivity and future trends.

3.1 Fundamentals of Management Information Systems
3.1.1 Definition and components of MIS

A management information system/(MIS) is a structured system that integrates people,
processes, and technology to collect, process, store, and distribute information for decision-
making. The key components of MIS include hardware (computers and servers), software
(programmes and applications), data (raw facts and figures), procedures (methods for processing
information), and people (users and managers). Together, these components ensure that
organisations can manage information effectively.

Fillin the blank: The five components of MIS are hardware, software, data, procedures, and
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COMPONENTS OF A MANAGEMENT INFORMATION SYSTEM (MIS)

An Integrated OER Resource for Business & Information Systems
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Description: Diagram showing the five components of MIS (hardware, software, data, procedures,
people). Caption: Figure 3.1 Components of a management information system

3.1.2 Types of MIS
Types of MIS vary according to their purpose and scope. Common types include:

e Transaction processing systems (TPS): Handle routine operations such as payroll and
billing.

e Decision support systems (DSS): Provide analytical tools to support complex decision-
making.

¢ Executive information systems (EIS): Deliver summarised information for top-level
management.

Each type of MIS serves a specific organisational need, ranging from daily operations to strategic
planning.

Fill in the blank: Systems that handle routine operations such as payroll are called
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TYPES OF MANAGEMENT INFORMATION SYSTEMS (MIS) & THEIR FUNCTIONS
[ OPEN EDUCATIONAL RESOURCE (OER) - FREE TO USE & SHARE. ]
SYSTEM TYPE ACRONYM & PRIMARY USERS & KEY FUNCTIONS & OUTPUTS &
DEFINITION FOCUS ACTIVITIES DECISION SUPPORT
N Transaction| ® A System that processes| s Clerica} staff, |e Data _ » Order processing, Detailed Structqred,
501 Processing and records routine, operational collection payroll‘, sales reports,' ope.ra.tlonal
T J Syst day-to-day managers and storage recording, transaction  decisions (e.g.,
S yeam transactions inventory updates logs reorder stock)
« Asystem designedto |« Middle « Data analysis | * "What-if" analysis, Analytical e Semi-structured
Decision support non-routine, managers, and simulation, models, decisions
Support semi-structured and analysts modeling optimization, projections, (e.g., product
System unstructured forecasting reports with  launch planning)
decision-making drill-down
| .| » Astrategic-level system |« Top-level « Strategic » Key Performance Highly « Unstructured,
Executive | that provides high-level | executives alignmentand | Indicators (KPIs), summarized strategic decisions
¢ Information | gata for executive (CEO, CFO) performance trend analysis,  dashboards, (e.g., market
P System decision-making ' monitoring external data scorecards,  expansion)
integration reports
N\

Caption: Box 3.1 Types of management information systems

MANAGEMENT INFORMATION SYSTEMS: TPS, DSS, EIS & THEIR FUNCTIONS

SYSTEM TYPE ACRONYM & DEFINITION KEY FUNCTIONS & APPLICATIONS
TPS ] « Processes orders, records sales,
/ ; Transaction | » A system that automates the ; ) !
ot | P | e day ooy amtons | eyl s v
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unstructured decision-making.
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System providing summarized Information| ey eral and internal data, enables drill-down
for strategic planning. e :
capabilities into detailed data.
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Description: A table-style box listing TPS, DSS, and EIS with their functions.
3.1.3 Role of MIS in decision-making

The role of MIS in decision-making is to provide managers with accurate, timely, and relevant
information. MIS reduces uncertainty by transforming raw data into meaningful reports. It supports
operational decisions (e.g., scheduling tasks), tactical decisions (e.g., resource allocation), and
strategic decisions (e.g., long-term planning). By ensuring that managers have the right information
at the right time, MIS enhances organisational effectiveness.
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Fillin the blank: MIS reduces by providing accurate and timely information for decision-
making.
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Description: Image showing managers reviewing MIS-generated reports and dashboards. Caption:
Plate 3.2 Role of MIS in decision-making

Pilot questions 3.1

1. Define management information system and list its components.

2. Identify three types of MIS and explain their functions.

3. What type of MISis used for routine operations such as payroll?

4. Explain how MIS'supports decision-making at different levels.

5. Why is MIS considered important for reducing uncertainty in organisations?

3.2 Functions and Applications of MIS
3.2.1 Data collection and processing

Data collection and processing in MIS involves gathering raw facts from organisational activities
and converting them into meaningful information. This process ensures that managers have
accurate records of transactions, employee performance, and customer interactions. By
automating data entry and applying processing rules, MIS reduces errors and speeds up decision-
making.

Fillin the blank: Gathering raw facts from organisational activities is called
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Description: Flowchart showing data collection from sources; processing, and output as reports.
Caption: Figure 3.3 Data collection and processing in MIS

3.2.2 Reporting and performance monitoring

Reporting and performance monitoring are central functions of MIS. Reports generated by MIS
provide summaries of activities such as sales, production, and financial performance. These
reports help managers track progress, identify trends, and detect problems early. Performance
monitoring ensures that organisational goals are being met and resources are used efficiently.

Fillin the blank: Reports generated by MIS help managers track and identify trends.
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EXAMPLES OF MANAGEMENT INFORMATION SYSTEM (MIS) REPORTS

OPEN EDUCATIONAL RESOURCE (QER) - CC BY-SA 4.0

REPORT CATEGORY REPORT NAME PRIMARY FUNCTIONS & PURPOSE KEY DATA INCLUDED TYPICAL USERS & DECISIONS
. Actual vs. Projected Sales, Sales Managers, Regional Directors >
Mﬁﬁkﬁ&g Monthly Sales Summary Tracks sales performance against targets. Regional Breakdown, Top Products | Sales strategy adjustments, resource allocation
- ; Lead Stages (Prospect, Qualified, Sales Teams, VP of Sales >
Sales Pipeline Report Monitors the progress of sales leads. Proposal), Deal Size, Conversion Rates | Forecasting, sales process optimization
Customer Acquisition Cost Evaluates marketing campaign Marketing Spend, Number of New Marketing Managers, CMO >
C) Report effectiveness. Customers, CAC by Channel Budget allocation, campaign RO analysis
PRODUCTION & < : : Units Produced, Idle Time, | Production Supervisors, Plant Manager
OPERATIONS Daily Production Report Ensures production goals are met. Defect Rate, Machine Efficiency |- Scheduling adjustments, maintenance scheduling

Inventory Status Report

Prevents stockouts and overstocking.

Current Stock Levels, Reorder
Points, Stock Value, Lead Times

Operations Managers, Supply Chain -
Procurement planning, inventory optimization

Quality Control (QC) Analysis

Monitors product quality standards.

Number of Defects, Defect Types,
Rework Costs, Pass/Fail Rates

Quality Assurance, Operations Managers
= Process improvements, supplier evaluations

FINANCIAL &
ACCOUNTING

Income Statement (P&L) Report

Shows overall profitability.

Revenue, COGS, Operating
Expenses, Net Income

Executives, Finance Team -> Budgeting,
performance evaluation, tax planning

QOperating Cash Flow, Investing Cash

CFO, Treasurer -» Cash management,

?ﬁ Cash Flow Statement Manages liquidity. Hg:IgrnI::anngc/Igr?d?:;% ;ls%w St ook, e Seichy.
' Accounts Receivable Aging . Total Receivables, Aging Buckets | Credit Manager, Accounting Team =
Report Monitors customer payments. (30, 60, 90+ days), Customer Details | Collection efforts, credit policy adjustments

Caption: Box 3.2 Examples of MIS reports [Insert box here] Description: A table-style box listing
examples such as sales reports, production summaries, and financial statements.

3.2.3 Strategic and operational applications

Strategic and operational applications of MIS extend beyond routine reporting. At the operational
level, MIS supports day-to-day activities such as scheduling, payroll, and inventory management.
At the strategic level, MIS provides insights for long-term planning, resource allocation, and
competitive analysis. By serving both levels, MIS ensures that organisations remain efficient in the
present while preparing for the future.

Fillin the blank: MIS supports both operational tasks and planning.
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INTEGRATED MIS DASHBOARD: DAILY OPERATIONS & STRATEGIC PLANNING
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Description: Image showing managers Llsing Mlashboards for both daily operations and
strategic planning. Caption: Plate 3.4 Strategic and operational applications of MIS

Pilot questions 3.2
1. Explain the process of data collection and processing in MIS.
2. Identify two examples of reports generated by MIS.
3. How does performance monitoring help managers?
4. Distinguish between operational and strategic applications of MIS.

5. Why is MIS important for both short-term efficiency and long-term planning?

3.3 Office Automation Systems
3.3.1 Concept and scope of automation

Office automation systems refer to the integration of technology to perform office tasks
automatically, reducing manual effort and increasing efficiency. The scope of automation includes
document creation, communication, scheduling, data management, and workflow coordination.
By combining hardware, software, and networks, automation systems streamline operations and
ensure consistency in office processes.

Fillin the blank: The integration of technology to perform office tasks automatically is called
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" SCOPE OF OFFICE AUTOMATION SYSTEMS: INTEGRATED PROCESSES |
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.
Description: Diagram showing office automation processes such as document creation,
scheduling, and communication. Caption: Figure 3.5 Scope of office automation systems

3.3.2 Tools and technologies for automation

Tools and technologies for automation include word processors, spreadsheets, email systems,
databases, and workflow management software. These tools allow offices to handle large volumes
of information quickly and accurately. For example, spreadsheets automate calculations, while
workflow software manages tasks across departments. The integration of these tools creates a
seamless environment where routine tasks are completed with minimal human intervention.

Fillin the blank: Workflow software is used to manage across departments.

ET | ONLINE LEARNING VIDEO PLATFORM FOR POST-SECONDARY & HIGHER INSTITUTION STUDENTS



TOOLS AND TECHNOLOGIES FOR OFFICE AUTOMATION WITH USES

CATEGORY

TOOL / TECHNOLOGY

KEY USES & APPLICATIONS

N
BENEFITS IN OFFICE ENVIRONMENT

S st

Video Conferencing (Zoom, MS Teams)

Virtual meetings, webinars, remote
team syncs.

Reduced travel costs, real-time
collaboration, improved global reach.

DOCUMENT
{ | MANAGEMENT

Cloud Storage & Sharing
(Google Drive, Dropbox)

Storing files, version control, secure
access, sharing large documents.

Centralized data, data backup, easy
retrieval, real-time co-authoring.

WORKFLOW &
PROCESS AUTOMATION

Business Process Management (BPM)
software (Zapier, Nintex)

Automating repetitive tasks, connecting
apps, form processing, approval
warkflows

Increased efficiency, error reduction,
standardized processes, faster
turnaround.

Spreadsheet Software
(MS Excel, Google Sheets)

Data entry, analysis, financial modeling,
reporting, data visualization.

Accurate calculations, trend analysis,

informed decision-making, organized
data.

Digital Calendars & Scheduling Tools
(Calendly, MS Outlook Calendar)

Booking appointments, setting reminder;
team availability, meeting coordination.

, Optimized time management, reduced
conflicts, better resource allocation.

Accounting Software

| (QuickBooks, Xero)

Invaicing, expense tracking, payroll
processing, financial reporting, tax
preparation.

Automated billing, accurate financial
records, compliance, time-saving.

| CRM Platform

~om | (Salesforce, HubSpot)

Managing customer interactions,
tracking leads, sales pipeline, customer

Personalized service, improved
customer retention, sales growth,
centralized data.

support.
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SOURCE: OER OFFICE AUTOMATION GUIDELINES - WWW.OER 60V
Caption: Box 3.3 Tools and technologies for office automation
COMMON OFFICE SOFTWARE TOOLS & THEIR USES
SOFTWARE PRIMARY TOOL
CATEGORY EXAMPLES KEY FUNCTIONS BUSINESS USES BENEFITS
T Microsoft Word Efficient document
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£ Google Docs
. Apple Pages

Text entry, formatting,
spell check, templates

Creating reports, letters,
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creation, professional
appearance, easy editing

&l Microsoft Excel
[ Google Sheets
1 Apple Numbers

Data calculation, formulas,
charting, data analysis

Budgeting, financial
modeling, tracking
inventory, data analysis

Automated calculations,
clear data visualization,
informed decision-making

automation

1 EMAIL &% Microsoft Outlook Sending/receiving Professional Fast communication,
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ZEEN ™ Apple Mail contact management poordination, sharing integrated calendar
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Description: A table-style box listing tools such as word processors, spreadsheets, email systems,
databases, and workflow software with their uses.

3.3.3 Benefits and challenges of automation

The benefits of automation include reduced errors, faster task completion, improved
communication, and enhanced productivity. Automation allows employees to focus on higher-
level tasks while routine processes are handled by systems. However, challenges include high
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implementation costs, the need for training, and potential job displacement. Organisations must
balance these benefits and challenges to achieve optimal productivity.

Fillin the blank: One challenge of automation is the need for to help employees adapt.
! OER: OFFICEAUIOMION R L ORRIIN & i
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Description: Image showing employees using automated systems such as workflow dashboards
and digital communication tools. Caption: Plate 3.6 Benefits and challenges of office automation

Pilot questions 3.3

1. Define office automation systems and explain their scope.

N

Identify three tools used in office automation.

w

Explain one advantage of using workflow software in office automation.
4. Describe one benefit and one challenge of automation.

5. AWhy must organisations balance the benefits and challenges of automation?

3.4 Integration of MIS and Automation
3.4.1 Linking MIS with office automation

Linking MIS with office automation involves combining structured information systems with
automated tools to create a seamless office environment. MIS provides the framework for
collecting and analysing data, while automation tools handle routine tasks such as document
creation and communication. Together, they ensure that information flows smoothly and tasks are
completed efficiently.
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Fillin the blank: MIS provides the framework for data analysis, while tools handle
routine tasks.

7 OPEN EDUCATIONAL RESOURCE (OER) - CC BY-SA 4.0 a
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Description: Diagram showing MIS linked with office. automation tools such as databases,
workflow systems, and communication platforms. Caption: Figure 3.7 Linking MIS with office
automation

3.4.2 Impact on organisational productivity

The impact of integrating MIS and automation is significant. Organisations benefit from faster
decision-making, reduced duplication of effort, and improved accuracy. Employees spend less
time on repetitive tasks'and more time on strategic activities. Integration also enhances
communication across departments, ensuring that managers and staff have access to the same
information in realtime.

Fillin the blank: Integration of MIS and automation enhances across departments.
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S fE
Description: Image showing employees collaborating using MIS dashboards and automated
communication tools. Caption: Plate 3.8 Impact of MIS and automation on productivity

I

3.4.3 Future trends in MIS and automation

Future trends in MIS and automation include the use of artificial intelligence (Al), cloud
computing, and big data analytics. Al/will enable predictive decision-making, cloud systems will
provide flexible access to information, and big data will allow organisations to analyse vast
amounts of information for deeper insights. These trends will continue to transform office
environments, making them more adaptive, efficient, and globally connected.

Fillin the blank: One future trend in MIS and automation is the use of for predictive
decision-making.
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FUTURE TRENDS IN MANAGEMENT INFORMATION SYSTEMS (MIS) & AUTOMATION
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Caption: Box 3.4 Future trends in MIS and automation [Insert box here] Description: A table-style
box listing Al, cloud computing, and big data analytics with their potential impacts.

Pilot questions 3.4
1. Explain how MIS and office automation are linked.
2. Identify two impacts of integrating MIS and automation on productivity.
3. Why does integration.improve communication across departments?
4. Listthree future trends in MIS and automation.

5. How might artificial intelligence influence decision-making in future MIS?

Series Summary

This Series has explored how management information systems (MIS) and automation work
together to shape modern office environments. We began with the fundamentals of MIS, examining
its definition, components, types, and role in decision-making. We then looked at its functions and
applications; including data collection, reporting, and both operational and strategic uses.
Following that, we studied office automation systems, their scope, tools, and the balance of
benefits and challenges. Finally, we considered the integration of MIS and automation, highlighting
their combined impact on productivity and future trends such as artificial intelligence, cloud
computing, and big data.

By completing this Series, you should now be able to define MIS, classify its types, analyse its
functions, explain office automation systems, identify automation tools, evaluate their benefits
and challenges, and assess how MIS and automation integrate to improve productivity. These
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abilities directly align with the Series Learning Outcomes and prepare you to apply MIS and
automation concepts in real organisational contexts.

Glossary of Terms

e Artificial intelligence (Al): Technology that enables machines to simulate human
intelligence, often used for predictive decision-making.

e Cloud computing: Delivery of computing services over the internet, allowing flexible
access to information and applications.

e Decision support system (DSS): A type of MIS that provides analytical tools to support
complex decision-making.

e Executive information system (EIS): A type of MIS that delivers summarised.information
for top-level management.

¢ Management information system (MIS): A structured system that collects, processes,
stores, and distributes information for decision-making.

¢ Office automation systems: Technologies that perform office tasks automatically,
reducing manual effort.

e Transaction processing system (TPS): Atype of MIS that handles routine operations such
as payroll and billing.

¢ Workflow software: Tools that manage and automate tasks across departments.
Concept Check Questions [Series 3]
Objective questions
1. Which MIS type handles routine operations such as payroll? (Linked to SLO 3.2)
2. What are.the five components of MIS? (Linked to SLO 3.1)

3. Which future trend in MIS involves analysing vast amounts of information for deeper
insights? (Linkedto SLO 3.7)

Short-answer questions
4. Define MIS and explain its role in decision-making. (Linked to SLO 3.1, SLO 3.2)
5. ldentify two examples of reports generated by MIS. (Linked to SLO 3.3)
6: Explain one benefit and one challenge of office automation. (Linked to SLO 3.6)

Long-answer questions

7. Analyse the functions and applications of MIS at both operational and strategic levels.
(Linked to SLO 3.3)

-
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o Basic response: Describe how MIS supports daily operations and long-term
planning.

o Value-added response: Provide examples of MIS applications such as payroll
systems for operations and competitive analysis for strategy.

8. Evaluate the integration of MIS and automation, considering their impact on productivity
and communication. (Linked to SLO 3.7)

o Basic response: Explain how integration improves efficiency and communication.

o Value-added response: Discuss how future trends like Al and cloud computing will
further enhance integration.

Answers to Concept Check Questions [Series 3]

(To be compiled at the end of the SLM after all Series are completed.)
Answers to Pilot Questions [Series 3]

Pilot questions 3.1

o MiISintegrates people, processes, and technology; components: hardware, software, data,
procedures, people

e TPS, DSS, EIS
e Transaction processing systems (TPS)
o MIS supports operational, tactical, and strategic decisions
e MISreduces uncertainty by providing timely information
Pilot questions 3.2
o Data collection gathers raw facts; processing converts them into information
e Salesreports, financial statements
e /Helps managers track progress and identify problems

e Operational applications support daily tasks; strategic applications support long-term
planning

e  MIS ensures efficiency now and prepares for future goals
Pilot questions 3.3
¢ Office automation systems integrate technology to perform tasks automatically
e Word processors, spreadsheets, workflow software
o Workflow software manages tasks across departments

-
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o Benefit: reduced errors; challenge: need for training
¢ Organisations must balance costs and benefits
Pilot questions 3.4
e MIS provides framework; automation tools handle routine tasks
o Faster decision-making, improved accuracy
e Integration ensures real-time communication across departments
e Al cloud computing, big data analytics
e Al enables predictive decision-making
References and Attributions [Series 3]

e Figures, plates, and boxes were suggested as placeholders with Al prompt guidance. For
example:

o Figure 3.1 Components of MIS: Al prompt “Diagram showing components of MIS:
hardware, software, data, procedures, people”.

o Box 3.1 Types of MIS: Al prompt “Table listing types of MIS with functions: TPS, DSS,
EIS”.

o Plate 3.2 Role of MIS in decision-making: Al prompt “Image of managers reviewing
MIS-generated reports and dashboards”.

o Figure 3.3 Data collection and processing in MIS: Al prompt “Flowchart showing MIS
data collection, processing, and reporting”.

o Box 3.2 Examples of MIS reports: Al prompt “Table listing examples of MIS reports
including sales, production, and financial summaries”.

o | Plate 3.4 Strategic and operational applications of MIS: Al prompt “Image of
managers using MIS dashboards for daily operations and strategic planning”.

o Figure 3.5 Scope of office automation systems: Al prompt “Diagram showing office
automation processes including document creation, scheduling, and
communication”.

o Box3.3Tools and technologies for office automation: Al prompt “Table listing tools
and technologies for office automation with uses”.

o Plate 3.6 Benefits and challenges of office automation: Al prompt “Image of
employees using workflow dashboards and digital communication tools in an
office”.

-
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o Figure 3.7 Linking MIS with office automation: Al prompt “Diagram showing MIS
linked with office automation tools like databases, workflow systems, and
communication platforms”.

o Plate 3.8 Impact of MIS and automation on productivity: Al prompt “Image of
employees collaborating using MIS dashboards and automated communication
tools”.

o Box 3.4 Future trends in MIS and automation: Al prompt “Table listing future trends
in MIS and automation: Al, cloud computing, big data analytics”.

e Suggested search strings for open educational resources (OER) include:
o “OERdiagram components of management information system”
o “OERtable types of management information systems TPS DSS EIS”
o “OERimage MIS role in decision-making”

o “OER flowchart MIS data collection processing”

o “OERtable examples of MIStreports”

o “OERimage MIS strategic and operational applications”
o “OERdiagram office automation systems scope”

o “OERtable office automation tools technologies”

o “OERimage office automation benefits challenges”

o “OERdiagram MIS linked with office automation tools”
o “OERimage MIS automation impact productivity”

o “OERtable future trends MIS automation Al cloud big data”

Series 4: Computer Security and Disaster Recovery
Series Outline
¢ 4.1 Fundamentals of Computer Security
o 4.1.1 Definition and importance of computer security
o 4.1.2 Common threats to computer systems

-
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o 4.1.3 Principles of secure computing
e 4.2 Security Tools and Techniques
o 4.2.1 Antivirus and firewalls
o 4.2.2 Encryption and authentication
o 4.2.3 Backup and data protection methods
e 4.3 Disaster Recovery Planning
o 4.3.1 Concept and importance of disaster recovery
o 4.3.2 Steps in disaster recovery planning
o 4.3.3 Business continuity strategies
e 4.4 Integration of Security and Recovery Systems
o 4.4.1Linking security measures with recovery plans
o 4.4.2 Organisational policies and compliance

o 4.4.3 Future trends in security and disaster recovery

Introduction

In the digital age, organisations depend heavily on computer systems to store, process, and
transmit information. However, these systems face constant threats from viruses, hackers,
hardware failures, and natural disasters. To safeguard valuable data and ensure continuity of
operations, organisations must adopt strong computer security measures and prepare disaster
recovery plans:

This Series is designed to help you understand the fundamentals of computer security, explore
tools and techniques for protecting systems, and learn how to plan for disaster recovery. You will
also.examine how security and recovery systems integrate to support organisational resilience and
compliance with policies.

We shall begin by studying the fundamentals of computer security, including its definition,
importance, common threats, and principles of secure computing. Next, we will explore security
tools and techniques such as antivirus software, firewalls, encryption, and backup methods.
Following that, we will examine disaster recovery planning, focusing on its concept, steps, and
business continuity strategies. Finally, we will conclude with the integration of security and
recovery systems, where we will consider organisational policies, compliance, and future trends.

Series Learning Outcomes

-
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Upon completing this Series, you should be able to:
e SLO 4.1 define computer security and explain its importance,

e SLO 4.2 identify common threats to computer systems and describe principles of secure
computing,

e SLO 4.3 explain the use of security tools and techniques such as antivirus, firewalls,
encryption, and backup methods,

e SLO 4.4 describe the concept and importance of disaster recovery planning,

e SLO 4.5 outline the steps involved in disaster recovery planning and-business continuity
strategies,

e SLO 4.6 evaluate how security measures and recovery plans integrate to support
organisational resilience, and

o SLO 4.7 assess future trends in computer security and disaster recovery.

4.1 Fundamentals of Computer Security
4.1.1 Definition and importance of computer security

Computer security refers to the protection of computer systems and data from theft, damage, or
unauthorised access. It ensures confidentiality (keeping information private), integrity (ensuring
information is accurate), and availability (ensuring systems are accessible when needed). The
importance of computer security.lies in safeguarding sensitive information, maintaining trust, and
ensuring business continuity.

Fillin the blank: The three core principles of computer security are confidentiality, integrity, and

-
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THE CIA TRIAD: FOUNDATION OF COMPUTER SECURITY

AN OER EDUCATIONAL RESOURCE - CC BY-SA

ENCRYPTED DATABASE

— Data Privacy N
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Description: Diagram showing the CIA triad (Confidentiality, Integrity, Availability). Caption: Figure
4.1 Core principles of computer security

4.1.2 Common threats to computer systems

Common threats to computer systems include viruses, worms, phishing attacks, ransomware,
insider threats, and hardware failures. These threats can lead to data loss, financial damage, and
reputational harm. Understanding these threats helps organisations develop strategies to prevent,
detect, and respond effectively.

Fillin the blank: Malicious software designed to block access to data until payment is made is
called
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COMMON COMPUTER THREATS:
VIRUSES, PHISHING, & RANSOMWARE

OPEN EDUCATIONAL RESOURCE (OER) - CC BY-SA 4.0

Description: Self-replicating malicious code
that attaches to legitimate programs.

Key Characteristics:

o |nfects files & systems

e Spreads via downloads, USBs, networks
e Can corrupt data & 0S

Description: Fraudulent emails designed to
to steal sensitive information

Key Characteristics:

* Mimics trusted sources (banks, services)
o Urgent language (“"Account Suspended"”)
® Asks for passwords, credit card details

1. COMPUTER VIRUSES 2. PHISHING EMAILS

3. RANSOMWARE

@ )

Description: Malicious software that
encrypts files and demands payment.

Key Characteristics:

« Encrypts personal/business data

» Demands cryptocurrency (e.g., Bitcoin)
for decryption key

« No guarantee of file recovery even if paid

SEX X
: = &
. ¥V G J =
( STAY SAFE ONLINE: KEEP SOFTWARE UPDATED | BE SKEPTICAL OF EMAILS | USE STRONG PASSWORDS | BACK UP DATA REGULARLY }

Description: Image showing icons of common computer threats such as viruses, phishing emails,
and ransomware. Caption: Plate 4.2 Common threats to computer systems

4.1.3 Principles of secure computing

Principles of secure computing guide users and organisations in protecting systems. These
include:

o Least privilege: Users should only have access to the information they need.

o Regular updates: Systems and software should be kept up to date to patch vulnerabilities.
e Strong authentication: Use of strong passwords and multi-factor authentication.

o Data backup: Regular backups to prevent data loss.

o User awareness: Training employees to recognise and avoid threats.

Fillin the blank: The principle that users should only have access to the information they need is
called
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PRINCIPLES OF SECURE COMPUTING WITH EXAMPLES

OPEN EDUCATIONAL RESOURCE (OER) - CC BY-SA N
SECURITY DEFINITION CORE EXAMPLES OF COMMON THREATS
PRINCIPLE OBJECTIVES IMPLEMENTATION MITIGATED
CONFIDENTIALITY | Def) Datais only « (Obj) Prevent « Encryption (data at rest, |« Data Breach,
accessible by authorized | unauthorized data in transit), Multi-Factor Eavesdropping,
@ individuals. disclosure. Authentication (MFA), Unauthorized Access.
» (Def) Data is only. Q » datadisclosure.  £A3 | Access Control Lists A
(ACLS). (Y]
INTEGRITY » Def) Datais accurate, | « (Obj) Ensure data » Digital Signatures, » Data Tampering,
reliable, and has not been |  trustworthiness. Hashing (e.g., SHA-256), | Man-in-the-Middle
= altered. File Integrity (MITM), Corruption
+ (Obj) Ensure data S <> | Monitoring (FIM), e==| Corruption
& trustworthiness. $5{ | Version Control. gi?i
AVAILABILITY » Data and resources are | « (Obj) Maintain system |+ Redundancy (power, « Denial-of-Service
accessible when needed | uptime and service network), (DoS) Attack,
by authorized users. access. Data Backups, System Failure,
. + (Obj) Prevent un Load Balancing, Ransomware
—C(o0) taarms and sess. & @ DDoS Protection @ @

)
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R

Caption: Box 4.1 Principles of secure computing [Insert box here] Description: A table-style box
listing principles such as least privilege, regular updates, strong authentication, data backup, and
user awareness.

Pilot questions 4.1
1. Define computer security and explain its importance.
2. What are the three core principles of computer security?
3. ldentify three common threats to computer systems.

4. Whatis ransomware?

5. Explain the principle of least privilege in secure computing.

4.2 Security Tools and Techniques
4.2.1 Antivirus and firewalls

Antivirus software detects and removes malicious programs such as viruses, worms, and trojans.
It scans files and applications to prevent infections. Firewalls act as barriers between internal
networks and external threats, controlling incoming and outgoing traffic based on security rules.
Together, they form the first line of defence against cyberattacks.

Fill in the blank: A barrier that controls incoming and outgoing network traffic is called a

-
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ANTIVIRUS & FIREWALL: LAYERED NETWORK PROTECTION

COMPUTER SYSTEM

INBOUND
TRAFFIC

DOWNLOADED FILE

Y
T

OUTBOUND ] ALLOWED
TRAFFIC - TRAFFIC

Permits legitimate
INTERNET FIREWALL traffic (Web, Email).
Network Layer): NTIVAT DETECT
e ol ANTVATDETECTED ¢y AN FiLE
ions & ANTIVIRUS Scans files: Scans files
connections & port scans. (il System Level)  Scans fils: Scans il
signatures.
N —
LEGEND: o
ANTIVIRUS (File Scan) @) . FIREWALL (Trafic Biock) 35 TvReaT {5 () DATA PACKET

Description: Diagram showing antivirus software scanning files and a firewall blocking suspicious
traffic. Caption: Figure 4.3 Antivirus and firewall protection

4.2.2 Encryption and authentication

Encryption is the process of converting data into.a coded format to prevent unauthorised access.
It ensures that even if data is intercepted, it cannot be read without the correct key. Authentication
verifies the identity of users before granting access, often through passwords, biometrics, or multi-
factor authentication. These measures protect sensitive information from unauthorised use.

Fillin the blank: Converting data into a coded format to prevent unauthorised access is called
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ENCRYPTION & AUTHENTICATION METHODS: SECURING DATA & ACCESS

SECURITY CATEGORY| METHOD / PROTOCOL DESCRIPTION & PURPOSE COMMON EXAMPLES & USE CASES
Symmetric Uses the same key for encryption and AES (Advanced Encryption Protecting files on a disk, encrypting
Encryption decryption. Fast and efficient for bulk data. Standard), DES, Blowfish data in transit (e.g., within TLS).
DATA Asymmetric Uses a public key to encrypt and a private key RSA ECC Digital signatures, establishing secure
to decrypt. Enables secure communication e connections (SSL/TLS handshake), PGP
ENCRYPTION Encryption vithout sharing keys. (Elliptic Curve Cryptography) email encryption.
Hashin == Converts data into a fixed-size string of SHA-256, MD5 Storing passwords securely (with salt),
9 &8 characters. Ireversible, used for data integr] (deprecated but known) verifying file integrity (checksums).
Relies on one piece of information (e.g., Basic website login, unlocking a phone
Single-Factor (SFA) password). Simple, but less secure. @ Passwords, PINs screen.
. ; Password + SMS code (OTP), :
A Requires two or more independent : J Corporate network access, online
Multi-Factor (MFA) credentials. Significantly enhances secun’tb.@ ;g:::g:g : grlﬁ:;nc"a‘izfm P, banking, accessing sensitive data.
Biometric A Uses unique biological traits for &\ Fingerprint scan, Facial recognition, | Unlocking personal devices,
Authentication @ verification. Difficult to replicate. @ Iris scan, Voice recognition high-security facility access.
Token-Based ‘Uses'a physis_:al or digital token to verify ggﬁgiar‘":tZ;::x’gg%ﬁ?a%;"em“’" VPN'acqess, sgcuring cloud
Authentication identity. Provides temporary access. JSON Web Token (JWT) for vieb AP, applications, single sign-on (SSOJ.
£ oEr (@Nolel
N —_—

Caption: Box 4.2 Encryption and authentication methods [Insert box here] Description: A table-
style box listing encryption methods (e.g., symmetric, asymmetric) and authentication methods
(e.g., passwords, biometrics, multi-factor).

4.2.3 Backup and data protection methods

Backup and data protection methods ensure thatinformation can be recovered in case of system
failure or cyberattack. Backups may be stored on external drives, cloud services, or redundant
servers. Data protection also involves access controls, secure storage, and disaster recovery

strategies. Regular backups'and secure storage practices are essential for organisational
resilience.

Fillin the blank: Storing copies of data on external drives or cloud services is known as
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>
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OER
Description: Image showing cloud backup, external hard drive backup, and secure server storage.

Caption: Plate 4.4 Backup and data protection methods
Pilot questions 4.2
1. Explainthe role of antivirus software and firewalls in computer security.
2. Define encryption and give one example of its use.
3. Whatis authentication; and why is it important?
4. Identify two methods of backing up data.

5. Why are backups essential for organisational resilience?

4.3 Disaster Recovery Planning
4.3.1 Concept and importance of disaster recovery

Disaster recovery (DR) refers to the strategies and processes organisations use to restore IT
systems and data after a disruption caused by cyberattacks, hardware failures, or natural
disasters. The importance of disaster recovery lies in ensuring business continuity, minimising
downtime, and protecting critical information. Without a recovery plan, organisations risk financial
loss; reputational damage, and regulatory penalties.

Fillin the blank: The main goal of disaster recovery is to ensure
disruptions.

continuity after
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Description: Diagram showing disaster recovery cycle: preparation = disruption - recovery >
continuity. Caption: Figure 4.5 Concept of disaster recovery

HTTPS.//0ER DISASTER- nsmmrwcmz )

&

4.3.2 Steps in disaster recovery planning
Steps in disaster recovery planning typically include:
¢ Risk assessment: Identifying potential threats and vulnerabilities.
¢ Business impact analysis: Determining which systems and processes are most critical.

e Strategy development: Creating recovery methods such as backups, redundant systems,
and cloud solutions.

¢ Implementation: Deploying recovery tools and training staff.
o Testing and maintenance: Regularly testing the plan and updating it as needed.

Fillin the blank: Identifying potential threats and vulnerabilities is called assessment.
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STEPS IN DISASTER RECOVERY PLANNING

TSI . sTePNAME G5, KEYACTIVITIES & RESPONSIBILITIES | OUTPUTS / DELIVERABLES  RATIONALE / PURPOSE

f OPEN EDUCATIONAL RESOURCE (OER) - CC BY-SA \!
| ‘

TR0 B 1. RISK ASSESSMENT @ Identify critical assets, threats, vunerabilties' ® Risk Register ;' Prioritize resources and
2 SCOPE &BIA @ Business Impact Analysis (BIA) of downtime | ® BIA Report | :’;gj’cﬁ?”d potential
‘ - — = T
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" @ Getﬁmanagement sign-off

|
|
PLAN
Disaster Recovery Plan || quide for all stakeholders |
DOCUMENTATION [JREaAlis Immsie (DRP) Manual / |

\
il ‘ % Conduct tabletop exercises, full-scale © Test Report « Ensure the plan is effective,
[ \ 4. TESTING, TRAINING'_ simulations, and staff training © After-Action Review (AAR) staff are prepared, and
\ | &DRILLS " & Validate procedures and identify gaps |® Training Records improve readiness
= Audit the plan annually or after major @ Revised DRP
B manTENance 5 REGULARREVIEW ™ oo _ S it | ot ot s | |
l IMPROVEMENT &UPDATE o = gpgggut;grsnacthsts. technology, and | @ Autit Fidings business needs f

N SOURCE: OER DISASTER RECOVERY GUIDEBOOK - WWW.0ER.GOV.OR J‘u
Caption: Box 4.3 Steps in disaster recovery planning [Insert box here] Description: A table-style box
listing steps: risk assessment, business impact analysis, strategy development, implementation,
testing/maintenance.

4.3.3 Business continuity strategies

Business continuity strategies ensure that essential operations continue during and after a
disaster. These strategies include maintaining redundant systems, using cloud-based backups,
establishing alternative communication channels, and setting recovery time objectives (RTOs) and
recovery point objectives (RPOs). Effective continuity strategies reduce downtime and help
organisations maintain customer trust.

Fillin the blank: Theimaximum acceptable downtime for a system is defined by the
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BUSINESS CONTINUITY STRATEGIES: ENSURING RESILIENCE

mpm EDUCATIONAL RESOURCE (OER) - CC BY-Sm
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(e.g., celular, satellite)
» Emergency notification system

* Failover to standby systems
* No single point of failure
e Maintains service uptime
* Load balancing

restore

* Off-site data storage
* Automated, frequent backups
 Quick file & system restoration  Remote work enabled

* Protects against local disasters * Internal & external stakeholder
. contact lists '

' . CONTINUITY -
OPERATIONS CENTER | (—

KEY BENEFITS: MINIMIZE DOWNTIME | PROTECT REVENUE | MAINTAIN CUSTOMER TRUST | REGULATORY COMPLIANCE ~ ©&.08]

Description: Image showing business continuity strategies such as cloud backups, redundant
servers, and alternative communication channels. Caption: Plate 4.6 Business continuity
strategies

Pilot questions 4.3
1. Define disaster recovery and explainits importance.
2. Listthe five steps in disaster recovery planning.
3. Whatisrisk assessment in disaster recovery planning?
4. ldentify two business continuity strategies.

5. Explain the difference between recovery time objective (RTO) and recovery point objective
(RPO):

4.4 Integration of Security and Recovery Systems
4.4.1 Linking security measures with recovery plans

Linking security measures with recovery plans ensures that organisations are prepared not only
to prevent threats but also to respond effectively when disruptions occur. Security tools such as
firewalls, encryption, and backups form the preventive layer, while recovery plans provide the
corrective layer. Together, they create a holistic approach to resilience.

Fillin the blank: Security tools provide the preventive layer, while plans provide the
corrective layer.
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Description: Diagram showing layered approach: preventive security tools + corrective recovery
plans. Caption: Figure 4.7 Linking security measures with recovery plans

4.4.2 Organisational policies and compliance

Organisational policies and compliance are critical in integrating security and recovery systems.
Policies define acceptable use of IT resources, data protection standards, and employee
responsibilities. Compliance ensures adherence to legal and regulatory frameworks such as

GDPR, HIPAA, or ISO standards. Strong policies and compliance frameworks reduce risks and
build trust with stakeholders.

Fillin the blank: Adherence to legal and regulatory frameworks is known as .
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ORGANISATIONAL IT POLICIES & COMPLIANCE FRAMEWORKS

CATEGORY /
FOCUS AREA

IT POLICY
(Internal)

KEY OBJECTIVES /
REQUIREMENTS

ALIGNMENT WITH
FRAMEWORK(S)

AUDIT / COMPLIANCE
TARGET

IT GOVERNANCE

o

@) IT Acceptable Use Policy (AUP)

o » Change Management Policy

o Define proper use of company
assets, internet, anqgmail =

o Standardize procedureﬁf—or
modifications to IT systems to

& COBIT 5, ISO/IEC 38500

# ITIL 4

® Annual Internal Audit
o Change Advisory Board
(CAB) Review

DATA

90 Data Privacy & Protection Policy

o Safeguard personal information,
comply with privacy laws

@ GDPR, CCPA, PIPEDA

® Privacy Impact
Assessment (PIA)

PROTECTION

'.o Data Retention & Disposal Policy

® Define how long data is kept and
secure destruction methods

& GDPR (Article 17),
NIST SP 800-88

&

© Data Inventory Audit

INFORMATION

@ Information Security Policy (ISP)

® Overall security posture,
confidentiality, infegrity, availability

@ ISO/IEC 270071,
NIST CSF

150
ik

® S0 27001 Certification

SECURITY

ﬂ Incident Response Policy (IRP)

® Detect, respond, and recover
from security incidents

NIST SP 800-61,
* SANS ‘_!1

® Tabletop Exercise Report

ACCESS
MANAGEMENT

© Ensure least privilege, manage

& NIST SP 800-53,

© User Access Review (UAR)

3 Access Control Policy user access rights 1S0 27002 (A.9)

» : » Secure access from off-site =] | » Mobile Device

«,» Remote Access & BYOD Policy locations and personal devices ® CIS Controls E’ Management (MDM) Audit
&

/

Caption: Box 4.4 Organisational policies and compliance [Insert box here] Description: A table-
style box listing examples of policies (acceptable use, data protection) and compliance
frameworks (GDPR, HIPAA, ISO).

4.4.3 Future trends in security and disaster recovery

Future trends in security and disaster recovery include the adoption of artificial intelligence (Al)
for threat detection, blockchain for secure transactions, and cloud-based recovery solutions for
flexibility. Al will enable predictive analysis of cyber threats, blockchain will enhance data integrity,
and cloud recovery will allow rapid restoration of systems. These trends will continue to shape
resilient organisations in the digital era.

Fillin the blank: A technology thatenhances data integrity in future security systems is
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FUTURE TRENDS IN COMPUTER SECURITY & DISASTER RECOVERY:
Al, BLOCKCHAIN, & CLOUD.
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OER
Description: Image showing Al threat detection, blockchain security, and cloud recovery solutions.
Caption: Plate 4.8 Future trends in security and disaster recovery

Pilot questions 4.4
1. Explain how security measures and recovery plans complement each other.
2. ldentify two examples of organisational IT policies.
3. Whatis compliance, andwhy is'itimportant?
4. Listthree future trends in computer security and disaster recovery.

5. How might Al improve threatdetection in future systems?

Series Summary

This Series has examined how organisations protect their computer systems and prepare for
disruptions. We began with the fundamentals of computer security, exploring its definition,
importance, common threats, and principles of secure computing. We then studied security tools
and techniques such as antivirus software, firewalls, encryption, authentication, and backup
methods. Following that, we focused on disaster recovery planning, including its concept, steps,
and business continuity strategies. Finally, we considered the integration of security and recovery
systems, highlighting organisational policies, compliance, and future trends such as Al,
blockchain, and cloud recovery.

By completing this Series, you should now be able to define computer security, identify threats,
apply security tools, explain disaster recovery planning, outline business continuity strategies, and
evaluate how security and recovery systems integrate to build resilience.
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Glossary of Terms
o Authentication: Verifying the identity of users before granting access.
¢ Availability: Ensuring systems and data are accessible when needed.
¢ Backup: Storing copies of data to allow recovery after loss or damage.

¢ Business continuity: Strategies to ensure essential operations continue during and after a
disaster.

¢ Confidentiality: Keeping information private and accessible only to authorised users.
o Disasterrecovery (DR): Processes for restoring IT systems and data after disruptions.
¢ Encryption: Converting data into coded format to prevent unauthorised access.
o Firewall: A barrier that controls network traffic to block threats.
¢ Integrity: Ensuring information remains accurate and unaltered.
¢ Ransomware: Malicious software that blocks/access to data until payment is made.
o Risk assessment: I[dentifying potential threats and vulnerabilities.
Concept Check Questions [Series 4]
Objective questions
1. What are the three core principles of computer security? (Linked to SLO 4.1)

2. Whichtool acts as a barrier between internal networks and external threats? (Linked to SLO
4.3)

3. What does RTO stand for.in disaster recovery planning? (Linked to SLO 4.5)
Short-answer questions
4. Define computer security and explain its importance. (Linked to SLO 4.1)
5./ ldentify two.common threats to computer systems. (Linked to SLO 4.2)
6. Explain one method of authentication. (Linked to SLO 4.3)
Long-answer questions

7. Analyse the steps in disaster recovery planning, explaining why each step is important.
(Linked to SLO 4.5)

o Basicresponse: List and describe the steps.

o Value-added response: Provide examples of how organisations apply each step in
practice.

-
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8. Evaluate the integration of security measures and recovery plans, considering
organisational policies and future trends. (Linked to SLO 4.6, SLO 4.7)

o Basic response: Explain how security and recovery complement each other.

o Value-added response: Discuss compliance frameworks and emerging
technologies such as Al and blockchain.

Answers to Concept Check Questions [Series 4]
(To be compiled at the end of the SLM after all Series are completed.)
Answers to Pilot Questions [Series 4]
Pilot questions 4.1
e Computer security protects systems and data from unauthorised access.
o Confidentiality, integrity, availability.
e Viruses, phishing, ransomware.
¢ Ransomware blocks access until payment ismade.
e Least privilege means users only access what they need.
Pilot questions 4.2
e Antivirus detects malicious software; firewalls block suspicious traffic.
e Encryption converts data into coded format.
e Authentication verifies user identity.
e Cloud backup, externalhard drive backup.
o Backupsensure resilience after disruptions.
Pilot questions 4.3
e /Disasterrecoveryrestores IT systems after disruptions.

o Risk assessment, business impact analysis, strategy development, implementation,
testing/maintenance.

¢ Risk assessment identifies threats and vulnerabilities.

e Cloud backups, redundant servers.

e RTO defines maximum downtime; RPO defines acceptable data loss.
Pilot questions 4.4

e Security tools prevent threats; recovery plans correct disruptions.

-
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e Acceptable use policy, data protection policy.
¢ Compliance means following legal and regulatory frameworks.
e Al blockchain, cloud recovery.
e Al improves predictive threat detection.
References and Attributions [Series 4]

o Figures, plates, and boxes were suggested as placeholders with Al promptguidance. For
example:

o Figure 4.1 ClA triad: “Diagram showing CIlA triad confidentiality integrity
availability”.

o Plate 4.2 Common threats: “Illustration of viruses phishing ransomware”.

o Box 4.1 Secure computing principles: “Table listing principles of secure computing
with examples”.

o Figure 4.3 Antivirus and firewall protection: “Diagram showing antivirus scanning
files and firewall blocking traffic”.

o Box4.2 Encryption and authentication: “Table listing encryption and authentication
methods”.

o Plate 4.4 Backup methods: “Image showing cloud backup external hard drive
backup secure serverstorage”.

o Figure 4.5 Disaster recovery cycle: “Diagram showing disaster recovery cycle
preparation disruption recovery continuity”.

o Box4.3 Steps indisaster recovery: “Table listing risk assessment business impact
analysis strategy development implementation testing”.

o | Plate 4.6 Business continuity strategies: “Image showing cloud backups redundant
servers alternative communication channels”.

o  Figure 4.7 Linking security and recovery: “Diagram showing layered approach
preventive security tools corrective recovery plans”.

o Box4.4 Policies and compliance: “Table listing organisational IT policies and
compliance frameworks”.

o Plate 4.8 Future trends: “Image showing Al threat detection blockchain security
cloud recovery solutions”.

e Suggested search strings for OER include:
o “OERdiagram CIA triad computer security”

-

o)
MET | ONLINE LEARNING VIDEO PLATFORM FOR POST-SECONDARY & HIGHER INSTITUTION STUDENTS



o “OERimage common computer threats viruses phishing ransomware”
o “OERtable principles of secure computing”

o “OERdiagram antivirus firewall protection”

o “OERtable encryption authentication methods”

o “OERimage backup data protection methods”

o “OERdiagram disaster recovery cycle”

o “OERtable steps disaster recovery planning”

o “OERimage business continuity strategies”

o “OERdiagram linking security measures with recovery plans”

o “OERtable organisational IT policies compliance frameworks”

o “OERimage future trends computer security disaster recovery”

Series 5: Information Technology Strategies and Future
Trends
Series Outline
e 5.1IT Strategy in Organisations
o 5:1.1 Concept and importance of IT strategy
o | 5.1:2 Aligning IT with business goals
o. 5.1.3 Strategic planning process for IT
e 5.2 Emerging Technologies
o. 5.2.1 Artificial intelligence and machine learning
o 5.2.2 Cloud computing and edge computing
o 5.2.3 Big data and analytics
e 5.3 Future TrendsinIT

o 5.3.1 Cybersecurity innovations

-
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o 5.3.2Internet of Things (loT) and smart systems
o b5.3.3 Sustainable IT and green computing
e 5.4 Strategic Challenges and Opportunities
o 5.4.1 Managing digital transformation
o 5.4.2 Ethical and social implications of IT

o 5.4.3 Preparing organisations for future IT trends

Introduction

Information technology (IT) has become the backbone of modern organisations, driving efficiency,
innovation, and competitiveness. Strategic use of IT enables businesses to aligntechnology with
organisational goals, harness emerging technologies, and prepare for future.challenges. At the
same time, rapid technological changes demand that organisations remain agile and forward-
looking.

This Series is designed to help you understand how IT strategies are developed and implemented,
explore emerging technologies shapingthe digital landscape, and examine future trends that will
influence organisational success. You will'also consider the challenges and opportunities that
arise from digital transformation, ethical concerns, and sustainability in IT.

We shall begin by studying IT strategy in organisations, focusing on its concept, importance, and
alignment with business goals. Next, we will explore emerging technologies such as artificial
intelligence, cloud computing;and big data. Following that, we will examine future trends in IT,
including cybersecurity innovations, loT, and sustainable computing. Finally, we will conclude with
strategic challenges and opportunities, where we will discuss digital transformation, ethical
implications, and preparing organisations for future IT trends.

Series Learning Outcomes
Upon completing this Series, you should be able to:
e ~SLO 5.1 define T strategy and explain its importance in organisations,

e SLO5.2describe how IT strategies align with business goals and outline the IT planning
process,

e  SLO 5.3 identify and explain emerging technologies such as Al, cloud computing, and big
data,

e SLO 5.4 analyse future trends in IT, including cybersecurity innovations, loT, and
sustainable computing,

e SLO 5.5 evaluate strategic challenges and opportunities in digital transformation,

-
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e SLO 5.6 assess ethical and social implications of IT strategies, and

e SLO 5.7 propose ways organisations can prepare for future IT trends.

5.1 IT Strategy in Organisations
5.1.1 Concept and importance of IT strategy

An IT strategy is a comprehensive plan that outlines how technology will be used to support and
achieve organisational goals. It ensures that IT investments align with business priorities, improve
efficiency, and foster innovation. The importance of IT strategy lies in its ability to provide direction,
reduce risks, and maximise the value of technology in competitive markets.

Fillin the blank: An IT strategy ensures that technology investments align with priorities.

QPEN EDUCATIONAL RESOURCE (OER) - CC By-gg =
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Description: Diagram showing IT strategy at the centre, connected to business goals, efficiency,
innovation, and risk-reduction. Caption: Figure 5.1 Concept and importance of IT strategy

5.1.2 Aligning IT with business goals

Aligning IT with business goals means ensuring that technology initiatives directly support
organisational objectives such as growth, customer satisfaction, and cost reduction. This
alignment requires collaboration between IT leaders and business managers, clear communication
of priorities, and continuous evaluation of outcomes. When IT is alighed with business goals,
organisations achieve greater efficiency and competitive advantage.

Fillin the blank: Aligning IT with business goals requires collaboration between leaders
and business managers.

-
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Description: Image showing IT managers and business executives collaborating on strategy.
Caption: Plate 5.2 Aligning IT with business goals

5.1.3 Strategic planning process for IT
The strategic planning process for IT involves several steps:
e Assessment of current IT systems: Evaluating strengths, weaknesses, and opportunities.
o Defining objectives: Setting clear goals for IT initiatives.
o Developing strategies: Creating plans for infrastructure, applications, and security.
¢ Implementation: Executing the strategies with proper resources and timelines.
¢ Monitoring and evaluation: Reviewing performance and making adjustments.

Fillin the blank: The first step in IT strategic planning is assessing IT systems.
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IT STRATEGIC PLANNING PROCESS: KEY STEPS

STEP # | 558 PROCESS STEP NAME KEY ACTIVITIES & FOCUS AREAS OUTPUTS / DELIVERABLES |
rﬁ « Analyze current IT environment, * SWOT analysis =
(1) STRATEGIC ASSESSMENT 388 | business needs, and technology trends. 2 gaAssM :sf;;‘g"t Hepart E(l
= | ; ; ; N | * IT Vision Statement ™
(2) DEFINE VISION & MISSION ] | * Alan T dreotion with business godls; §=J, | 17 wission Statement (=)

» Strategic Goals

| Develop high-level projects/programs to achieve | » List of Strategic Initiatives
(3) IDENTIFY STRATEGIC INITIATIVES goals (e.g., Cloud Migration, Data Analytics) « Project Portfolio

alignment, resources, and risk. * Resource Allocation Plan

(4) PRIORITIZE INITIATIVES é’%ﬁ + Evaluate initiatives based on ROI, strategic » Prioritized Project List

DEVELOP 71 | * Create a detailed timeline, milestones, and &)/ * Strateguc IT Roadmap
(5) impLEMENTATION ROADMAP A0 | budget for saected ntatives ! gudgetchggv'sua"mon)

(6) SECURE STAKEHOLDER APPROVAL 55| ; Bresent e pen o executv ladeship e L]

ain budget and resource commitments ._ AU,

WWW.OER-ITSTRATEGY.EOU |

Caption: Box 5.1 Strategic planning process for IT [Insert box here] Description: A table-style box
listing steps: assessment, defining objectives, developing strategies, implementation,
monitoring/evaluation.

Pilot questions 5.1
1. Define IT strategy and explain/its importance.
2. Whatdoes IT strategy ensure about technology investments?
3. Why s collaboration between [T leaders and business managers important?
4. Listthe five steps in theIT strategic planning process.

5. Explain how monitoring and evaluation contribute to IT strategy success.

5.2 Emerging Technologies
5.2.1 Artificial intelligence and machine learning

Artificialintelligence (Al) and machine learning (ML) are transforming IT strategies by enabling
predictive analytics, automation, and intelligent decision-making. Al systems can analyse large
datasets, detect patterns, and provide insights that improve efficiency and innovation. ML allows
systems to learn from experience and adapt without explicit programming. These technologies are
widely applied in customer service (chatbots), healthcare (diagnostics), and finance (fraud
detection).

Fillin the blank: Systems that learn from data and improve over time without explicit programming
are using
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Description: Diagram showing Al applications such as chatbots, diagnostics, and fraud detection.
Caption: Figure 5.3 Applications of Al and machine learning

5.2.2 Cloud computing and edge computing

Cloud computing delivers computing services (servers, storage, databases, software) over the
internet, offering scalability and flexibility. Organisations use cloud services to reduce
infrastructure costs and improve collaboration. Edge computing brings computation closer to the
data source, reducing latency and improving real-time processing. Together, cloud and edge
computing support modern/T strategies by enabling faster, more efficient services.

Fillin the blank: Computing that brings data processing closer to the source is called
computing.
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Description: Image showing cloud servers connected to devices, with edge computing nodes near
data sources. Caption: Plate 5.4 Cloud and edge computing

5.2.3 Big data and analytics

Big data refers to extremely large datasets that require advanced tools to process and analyse.
Analytics transforms this data into actionable insights for decision-making. Organisations use big
data analytics to understand customer behaviour, optimise operations, and forecast trends. The
ability to harness big data is a critical IT strategy for gaining competitive advantage.

Fillin the blank: Extremely large datasets that require advanced tools to process are referred to as
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BIG DATA ANALYTICS APPLICATIONS: CUSTOMER BEHAVIOUR, OPERATIONAL OPTIMISATION, & TREND FORECASTING

DESCRIPTION & PURPOSE KEY DATA SOURCES COMMON USE CASES & EXAMPLES
] Personalized Recommendations
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Caption: Box 5.2 Big data and analytics applications [Insert box here] Description: A table-style box
listing applications such as customer behaviour analysis, operational optimisation, and trend
forecasting.

Pilot questions 5.2
1. Define artificial intelligence and machine learning.
2. Give one example of an application of Al in organisations.
3. Whatis cloud computing, and how does it benefit organisations?
4. Explain the difference between cloud computing and edge computing.

5. ldentify two applications of big data analytics.

5.3 Future Trendsiin IT
5.3.1 Cybersecurity innovations

Cybersecurity innovations are critical as threats become more sophisticated. Emerging solutions
include Al-driven threat detection, zero-trust security models, and biometric authentication. These
innovations aim to protect sensitive data, reduce breaches, and ensure compliance with
regulations. Organisations adopting advanced cybersecurity strategies gain resilience against
evolving cyberattacks.

Fillin the blank: A security model that assumes no user or device is automatically trusted is called
trust.
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Description: Diagram showing cybersecurity innovations such as Althreat detection, zero-trust
model, and biometric authentication. Caption: Figure 5.5 Cybersecurity innovations

5.3.2 Internet of Things (loT) and smart systems

The Internet of Things (loT) connects everyday devices to the internet, enabling them to collect
and share data. Smart systems powered by loT include smart homes, smart cities, and industrial
automation. These systems improve efficiency, convenience, and sustainability. However, loT also
introduces new security challenges, requiring robust strategies to protect interconnected devices.

Fillin the blank: Devices connected to the internet that collect and share data are part of the
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loT APPLICATIONS: SMART HOMES, SMART CITIES, & INDUSTRIAL AUTOMATION

3. INDUSTRIAL AUTOMATION

ENERGY EFFICIENCY SUSTAINABILITY PRODUCTIVITY

REMOTE CONTROL OPTIMIZED INFRASTRUCTURE PREDICTIVE MAINTENANCE
* Automated climate ¢ Traffic management * Robotic systems
» Smart lighting * Smart lighting * Supply chain tracking
 Security systems » Waste collection » Machine health monitoring
= Appliance management )  Environmental monitoring * Process optimization )
(. (. J/ -

o)

o

Description: Image showing loT applications such as smart homes, smart cities, and industrial
automation. Caption: Plate 5.6 Internet of Things and smart systems

5.3.3 Sustainable IT and green computing

Sustainable IT or green computing focuses on reducing the environmental impact of technology.
Strategies include energy-efficient hardware, cloud optimisation, recycling of electronic waste, and
sustainable data centres. Green computing notonly lowers costs but also supports corporate
social responsibility and compliance with environmental regulations.

Fillin the blank: Reducing the environmentalimpact of technology is known as
computing.
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SUSTAINABLE IT STRATEGIES: GREEN COMPUTING APPROACHES
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Caption: Box 5.3 Sustainable IT strategies [Insert box here] Description: A table-style box listing
strategies such as energy-efficient hardware, cloud optimisation, e-waste recycling, and
sustainable data centres.

Pilot questions 5.3
1. Define cybersecurity innovations and give one example.
2. Whatis the zero-trust security model?
3. Explain the Internet/of Things (loT) with one example of its application.
4. ldentify two benefits of smart systems.

5. Whatis green computing, and why is it important?

5.4 Strategic Challenges and Opportunities
5.4.1 Managing digital transformation

Digital transformation refers to the integration of digital technologies into all areas of an
organisation, fundamentally changing how it operates and delivers value. Managing digital
transformation requires strong leadership, investment in new technologies, and cultural change
within the organisation. Challenges include resistance to change, high costs, and skills gaps, while
opportunities include improved efficiency, innovation, and customer engagement.

Fillin the blank: Integrating digital technologies into all areas of an organisation is called
transformation.
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DIGITAL TRANSFORMATION CYCLE:
INTEGRATED FRAMEWORK FOR ORGANIZATIONAL SUCCESS
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Description: Diagram showing digital transformation cycle: leadership = technology adoption >
cultural change > improved efficiency. Caption: Figure 5.7 Managing digital transformation

5.4.2 Ethical and social implications of IT

Ethical and social implications of IT include issues such as data privacy, surveillance, digital
divide, and responsible Al use. Organisations must ensure that IT strategies respect user rights,
promote fairness, and avoid misuse of technology. Ethical IT practices build trust with customers
and society, while neglecting them can lead to reputational damage and legal consequences.

Fillin the blank: Ensuring fairness and avoiding misuse of technology are part of IT
practices.
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Description: Image showing ethical IT themes such as data privacy, fairness, and responsible Al.
Caption: Plate 5.8 Ethical and social implications of IT

5.4.3 Preparing organisations for future IT trends

Preparing organisations for future IT trends involves proactive planning, continuous learning, and
investment in innovation. Organisations must monitor emerging technologies, train employees in
digital skills, and adopt flexible strategies to adapt quickly. Preparing for future trends ensures
resilience, competitiveness, and.long-term success in rapidly changing digital environments.

Fillin the blank: Training employees in digital skills is essential for preparing organisations for
IT trends.
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STRATEGIES FOR PREPARING ORGANISATIONS
FOR FUTURE IT TRENDS.

Key Strategic Current Focus Preparation Strategy
Area (Mustrative) ALLAVUCT (OER Focus)

ik Develop and share OFR fraising
Talent Development | Upskilin curment Aland Automation | meduies for Al Meracy and ethical |
| tech uss. |
| S o | Creste open pducalional resources
Predictive Analytics o -
Data Governance Basie dats mansgement on data security protocols and ethical
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| omouting & | Publsh case studies and best |
Ongremise systems | CIOUd COMPULING & | oo (CER,) for seamless cioud
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T = =
s | e O OER e ot
| Architecture My M‘““‘"" ”m'm,: e,
7 Drstrtute OER handbooks on
Agile 8 DevOPS 4106 5 culture o rapid peototyping |
Adaptation [ 3 g T

Infrastructure
ization

Innovation Cs Top-down directives

OER Resources
for Future IT
Readiness

Caption: Box 5.4 Preparing for future IT trends [Insert box here] Description: A table-style box listing
preparation strategies: monitoring technologies, employee training, flexible strategies, investment
in innovation.

Pilot questions 5.4
1. Define digital transformation and explain its challenges.
2. ldentify two opportunities created by digital transformation.
3. What are ethical IT practices, and why are they important?
4. Listthree ethical or social issues related to IT.

5. Explain how organisations can prepare for future IT trends.

Series Summary

This Series explored how organisations develop IT strategies and prepare for future trends. We
began with IT strategy in organisations, examining its concept, importance, alignment with
business goals, and the strategic planning process. We then studied emerging technologies such
as artificial intelligence, cloud computing, edge computing, and big data analytics. Following that,
we looked at future trends in IT, including cybersecurity innovations, loT, and sustainable
computing. Finally, we considered strategic challenges and opportunities, focusing on digital
transformation, ethical and social implications, and preparing organisations for future IT trends.

By completing this Series, you should now be able to define IT strategy, align IT with business goals,
identify emerging technologies, analyse future IT trends, and evaluate challenges and opportunities
in digital transformation.
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Glossary of Terms

e Artificial intelligence (Al): Technology that enables machines to simulate human
intelligence.

o Big data: Extremely large datasets requiring advanced tools to process.

¢ Cloud computing: Delivery of computing services over the internet.

+ Digital transformation: Integration of digital technologies into all areas of an.organisation.
o Edge computing: Processing data closer to its source to reduce latency.

e Green computing: Reducing the environmental impact of technology.

¢ Internet of Things (loT): Network of devices connected to the internet that collect and
share data.

¢ Machine learning (ML): Systems that learn from data/and improve over time.

e Zero-trust security model: A cybersecurity approach where no user or device is
automatically trusted.

Concept Check Questions [Series 5]
Objective questions
1. What does IT strategy ensure about technology investments? (Linked to SLO 5.1)

2. Which computing model reduces latency by processing data closer to the source? (Linked
to SLO 5.3)

3. Whatis the zero-trust security model? (Linked to SLO 5.4)
Short-answer questions

4. DefinedT strategy and.explain its importance. (Linked to SLO 5.1)

5. ldentify two applications of Al in organisations. (Linked to SLO 5.3)

6. Explain one benefit of big data analytics. (Linked to SLO 5.3)
Long-answer questions

7. Analyse the role of emerging technologies (Al, cloud computing, big data) in shaping IT
strategies. (Linked to SLO 5.3)

o Basicresponse: Describe each technology and its role.
o Value-added response: Provide examples of organisational applications.

8. Evaluate strategic challenges and opportunities in digital transformation, considering
ethical and social implications. (Linked to SLO 5.5, SLO 5.6, SLO 5.7)
)
B
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o Basic response: Explain challenges and opportunities.

o Value-added response: Discuss ethical issues and preparation strategies for
future IT trends.

Answers to Concept Check Questions [Series 5]

(To be compiled at the end of the SLM after all Series are completed.)

Answers to Pilot Questions [Series 5]

Pilot questions 5.1

IT strategy is a plan for using technology to achieve organisational goals.
It ensures technology investments align with business priorities.
Collaboration between IT leaders and business managers ensures alignment.

Steps: assessment, defining objectives, developing strategies, implementation,
monitoring/evaluation.

Monitoring ensures adjustments andlong-term success.

Pilot questions 5.2

Al simulates human intelligence; ML learns from data.
Example: Chatbots in customer service.

Cloud computing delivers services over the internet.
Edge computing processes data closer to the source.

Applications: customer behaviour analysis, trend forecasting.

Pilot questions 5.3

Cybersecurity innovations include Al-driven detection and biometric authentication.
Zero-trust assumes no user/device is automatically trusted.

loT connects devices to share data.

Benefits: efficiency, convenience.

Green computing reduces environmental impact.

Pilot questions 5.4

-

Digital transformation integrates digital technologies into all areas.

Opportunities: efficiency, innovation, customer engagement.

o)
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o FEthicallT practices ensure fairness and responsible use.
e |ssues: data privacy, surveillance, digital divide.

¢ Organisations prepare by monitoring technologies, training employees, and adopting
flexible strategies.

References and Attributions [Series 5]

o Figures, plates, and boxes were suggested as placeholders with Al prompt guidance. For
example:

o Figure 5.1 IT strategy importance: “Diagram showing IT strategy.linked to business
goals efficiency innovation risk reduction”.

o Plate 5.2 1T alighment: “Image of IT managers and business executives collaborating
on strategy”.

o Box5.1IT planning process: “Table listing steps in IT strategic planning process”.

o Figure 5.3 Al applications: “Diagram showing Al applications chatbots diagnostics
fraud detection”.

o Plate 5.4 Cloud and edge computing: “Image showing cloud servers connected to
devices with edge computing nodes”.

o Box5.2Big data analytics: “Table listing big data analytics applications customer
behaviour operational optimisation trend forecasting”.

o Figure 5.5 Cybersecurity innovations: “Diagram showing Al threat detection zero-
trust model biometric authentication”.

o Plate 5.6 loT applications: “Image showing loT applications smart homes smart
cities industrial automation”.

o | Box 5.3 Sustainable IT: “Table listing sustainable IT strategies energy-efficient
hardware/cloud optimisation e-waste recycling sustainable data centres”.

o Figure 5.7 Digital transformation cycle: “Diagram showing digital transformation
cycle leadership technology adoption cultural change efficiency”.

o Plate 5.8 Ethical IT: “Image showing ethical IT themes data privacy fairness
responsible Al”.

o Box5.4 Preparing for IT trends: “Table listing strategies for preparing organisations
for future IT trends”.

e Suggested search strings for OER include:
o “OERdiagram IT strategy importance”

-
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o “OERimage IT alignment with business goals”

o “OERtable IT strategic planning process”

o “OERdiagram Al machine learning applications”

o “OERimage cloud computing edge computing”

o “OERtable big data analytics applications”

o “OERdiagram cybersecurity innovations Al zero trust biometric”
o “OERimage loT smart systems applications”

o “OERtable sustainable IT green computing strategies”

o “OERdiagram digital transformation cycle”

o “OERimage ethical IT practices data privacy responsible Al”

o “OERtable preparing organisations for future IT trends”
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