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Series 1: Foundations of E-Commerce Systems

Series outline
1.1 Introduction to E-Commerce

e 1.1.1 Definition and scope of e-commerce
e 1.1.2 Historical development of e-commerce
e 1.1.3 Principles of e-commerce

1.2 Types of E-Commerce Systems

e 1.2.1 Business-to-Business (B2B) systems

e 1.2.2 Business-to-Consumer (B2C) systems
e 1.2.3 Consumer-to-Consumer (C2C) systems
e 1.2.4 Other emerging forms (e.g. C2B, G2C)

1.3 Internet-Based Business Models

e 1.3.1 Overview of online business models
e 1.3.2 Revenue models in e-commerce
e 1.3.3 Drivers and benefits of e-commerce systems

1.4 Virtual Value Chains and E-Commerce Management

e 1.4.1 Concept of virtual value chains
e 1.4.2 Use of information systems in e-commerce
e 1.4.3 E-commerce management practices

Introduction

In today’s interconnected world, buying and selling no longer depend solely on physical shops or
face-to-face transactions. With the rise of the internet, businesses and individuals alike can
engage in commerce across borders, at any time of day, and with remarkable efficiency. This
transformation is what we call e-commerce, and it has become a cornerstone of modern business
practice. Understanding its foundations is essential for anyone who wishes to participate
meaningfully in the digital economy.

The aim of this Series is to equip you with a clear grasp of the fundamental concepts, systems,
and models that underpin e-commerce. By the end of this Series, you will be able to define
different types of e-commerce systems, explain their principles, and analyse the business models
and management practices that support them.
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We shall commence this Series by introducing the definition, scope, and historical development
of e-commerce, alongside its guiding principles. Next, we will examine the different types of e-
commerce systems, ranging from business-to-business to consumer-to-consumer, including
emerging forms. Following that, we will explore internet-based business models, revenue
structures, and the drivers and benefits that make e-commerce attractive. Finally, we will wrap
up by considering virtual value chains and management practices, including the role of
information systems in sustaining online businesses. This progression will provide you with a
solid foundation for the more advanced topics that follow in later Series.

Series Learning Qutcomes

Upon completing this Series, you should be able to:
e 2.1 define the concept and scope of e-commerce and explain its historical development,
e 2.2 describe the guiding principles that underpin e-commerce systems,
e 2.3 classify the major types of e-commerce systems suchias B2B, B2C, and C2C,

e 2.4 analyse internet-based business models and identify their associated revenue
structures,

e 2.5 evaluate the key drivers and benefits that influence the adoption of e-commerce
systems, and

e 2.6 explain the role of virtual value chains and demonstrate how information systems
support e-commerce management.

1.1 Introduction Te,E-Commer¢e
1.1.1 Definition and scope of e<commerce

E-commerce refers to the buying and selling of goods and services, or the transmission of funds
and data, over electronic networks such as the internet. It covers a wide scope, including retail
shopping, online banking, electronic payments, auctions, and even digital marketplaces for
services. The scope.of €-commerce extends beyond simple transactions, as it also involves
marketing, customer service, and supply chain management.

Fill in the blank: E-commerce refers to the buying and selling of goods and services over
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Figure 1.1 E-commerce transaction flow
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1.1.2 Historical development of e-commerce

The history of e-commerce can be traced back to the 1960s when businesses began using
Electronic Data Interchange (EDI), which is the computer-to-computer exchange of business
documents in a standard electronic format. By the 1990s, the rise of the internet and web
browsers enabled online shopping and digital marketplaces. Today, e-commerce has evolved into
a global system that supports mobile commerce, social commerce, and cloud-based platforms.

Fill in the blank: The early form of e-commerce in the 1960s was known as

FW
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Plate 1.1 Early EDI system

OER image

1.1.3 Principles of e-commerce

The principles of e-commerce include accessibility, which ensures that online platforms are
available to.users worldwide, security, which protects transactions and data, and efficiency,
which reduces transaction costs and time. Another principle is interactivity, allowing businesses
to engage directly with customers through personalised services. These principles guide the
design and management of e-commerce systems.

Fill in the blank: One principle of e-commerce that ensures protection of transactions and data is
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Box 1.1 Principles of
e-commerce

Accesbility 24/7 global reach, easy access for users

Secu rity Safe transactions, data protection, and privacy

Efficiency ?ct:;?smated processes, faster transactions, reduced

Interacvity g;sétg;rcl:ir engagement, personalized experiences,

OER summary

Pilot questions 1.1
1., Which term refers to the buying and selling of goods and services over electronic
networks?

2. What was the early form of e-commerce in the 1960s called?
3.  Name one principle of e-commerce that reduces transaction costs and time.
4. Which principle of e-commerce allows businesses to engage directly with customers?

5. What development in the 1990s enabled online shopping to become widespread?
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1.2 Types Of E-Commerce Systems
1.2.1 Business-to-Business (B2B) systems

Business-to-Business (B2B) refers to electronic transactions conducted between two businesses.
These systems often involve wholesalers, manufacturers, and suppliers who exchange goods,
services, or information. B2B e-commerce is characterised by large transaction volumes, long-
term relationships, and negotiated pricing. It is vital for supply chain efficiency and often
integrates with enterprise resource planning systems.

Fill in the blank: Transactions between two businesses conducted electronically are known as

Figure 1.2 BBB transaction flow
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1.2.2 Business-to-Consumer (B2C) systems
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Business-to-Consumer (B2C) refers to transactions where businesses sell directly to individual
consumers through online platforms. Examples include online retail stores such as Amazon or
Jumia. B2C systems are characterised by smaller transaction volumes, shorter decision-making
cycles, and a focus on customer experience. They often rely on digital marketing strategies to
attract and retain customers.

Fill in the blank: Online retail stores such as Amazon operate under the model.

-

Plate 1.2 B2C online shopping
OER image
1.2.3 Consumer-to-Consumer (C2C) systems

Consumer-to-Consumer (C2C) refers to transactions between individual consumers, usually
facilitated by a third-party platform. Examples include online marketplaces such as eBay or
OLX, where individuals can sell goods directly to other individuals. C2C systems are
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characterised by peer-to-peer interactions, diverse product offerings, and reliance on trust
mechanisms such as ratings and reviews.

Fill in the blank: Online marketplaces like eBay are examples of systems.

Box 1.2 Characteristics of C2C systems

Characteristic Description
Peer-to-Peter Direct transactions between
Interactions individual buyers and sellers
Diverse Offerings Wide range of new, used, and

unique goods/services

Trust Mechanisms Ratings, reviews, and secure
payment systems for safety

OER summary

1.2.4 Other emerging forms (C2B, G2C)

Consumer-to-Business (C2B) refers to situations where individuals offer products or services to
businesses, such as freelance platforms where professionals sell their expertise. Government-to-
Citizen (G2C) refers to online services provided by government agencies to citizens, such as tax
filing or licence renewal. These emerging forms expand the scope of e-commerce beyond
traditional business and consumer interactions.

-
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Fill in the blank: Freelance platforms where individuals sell services to businesses operate under
the model.

Table 1.1 Comparison of e-commerce system types

Type Participants Transaction Size Examples

Wholesale,

i i Lar - :
B2B Business to Business ge manufacturing supplies

B2C Business to Consumer Online retail, digital good, digital goods
Cc2C Consumer to Consumer Online auctions, Small/Medium
markeplaces
Freelance services, Small/Medium,

C2B Consumer to Business
markeplaces stock photos

Taxes, permits,

layer
G2C Government to Consumer oublic services

OER table

Pilot questions 1.2
1. Which type of e-commerce involves transactions between businesses?

2. What is the main focus of B2C systems?
3. Give one example of a C2C platform.
4. What does C2B stand for?

5. Which e-commerce system type includes online tax filing services?

-
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1.3 Internet-Based Business Models
1.3.1 Overview of online business models

Online business models are structured approaches that organisations use to generate value and
revenue through the internet. They define how a company creates, delivers, and captures /value in
the digital space. Common models include online retail, subscription services, freemium
platforms, and marketplaces. Each model reflects a different way of engaging customers and

monetising services.

Fill in the blank: A structured approach that defines how a company creates, delivers, and
captures value online is called a
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Figure 1.3 Online business models
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1.3.2 Revenue models in e-commerce

A revenue model is the method by which a business earns income from its online activities.
Examples include transaction fees, subscription charges, advertising revenue, and affiliate
commissions. For instance, streaming platforms often rely on subscription fees, while search
engines may depend on advertising. Choosing the right revenue model is critical for
sustainability and growth.

Fill in the blank: The method by which a business earns income from online activities is called a
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Table 1.2 Common revenue models in e-commerce

Revenue Model Description Examples

Transaction Fees EBay, credit card processors

Charge per succes:ful sale

or action

Subscription Recuring charges for Netflix, Spotify, SAS
access of products/ platforms
services

Advertising Displaying ads for Google Ads, Facebook
third parties Marketplace

Affiliate Commissions Amazon Associates,

on sales a sales generated bloggers

from referals

OER table

1.3.3 Drivers and benefits of e-commerce systems

Drivers of e-commerce are factors that encourage its growth, such as global internet access,
mobile technology, and digital payment systems. Benefits of e-commerce include reduced
transaction costs, wider market reach, convenience, and improved customer engagement. These
drivers and benefits explain why e-commerce continues to expand rapidly across industries.

Fill in the blank: One key driver of e-commerce growth is widespread access.

-
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Box 1.3 Drivers and benefits of
e-commerce

Drivers Benefits

* Internet Access: Cost Reduction

¢ Wideseread availablite, Lower overhead, reduced
connecivity oparational costs

e Mobile Technology: Market Reach

e Smartphones, apps, on Global customer base, 24/7

he— h i
phe-go shopping e Convenince: fast delivery

 Digital Payments * Engagement: Easy shopping
fast delivery
* Secure, fast, diverse e Personalized experiences,
payment options direct interaction

Pilot questions 1.3
1., What term describes the structured approach businesses use to generate value online?

2. Give one example of a revenue model used in e-commerce.
3. Which revenue model is commonly used by streaming platforms?
4. Name one driver of e-commerce growth.

5. State one benefit of e-commerce systems for businesses.

1.4 Virtual Value Chains And E-Commerce Management

-
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1.4.1 Concept of virtual value chains

A virtual value chain refers to the sequence of activities through which information is gathered,
organised, and transformed into value for customers in the digital environment. Unlike
traditional value chains that focus on physical goods, virtual value chains emphasise information
as a key resource. They enable businesses to create new products, enhance customer experiences,
and improve decision-making by leveraging data.

Fill in the blank: A sequence of activities that transforms information into customer value is
called a

Figure 1.4 Stages of a virtual value chain
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1.4.2 Use of information systems in e-commerce

)
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Information systems are structured combinations of people, processes, and technology that
collect, process, store, and distribute information. In e-commerce, they support activities such as
inventory management, customer relationship management, and payment processing. Effective
use of information systems ensures accuracy, efficiency, and scalability in online business
operations.

Fill in the blank: Systems that collect, process, store, and distribute information are known as
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Plate 1.3 Information systems in e-commerce OER image

1.4.3 E-commerce management practices

E-commerce management involves planning, organising, and controlling online business
activities to achieve strategic goals. Key practices include monitoring website performance,

-
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managing digital marketing campaigns, ensuring secure payment systems, and maintaining
customer satisfaction. Managers must also evaluate emerging technologies and adapt strategies
to remain competitive in the fast-changing digital marketplace.

Fill in the blank: The process of planning, organising, and controlling online business activities is
called

Box 1.4
Key practices in e-commerce
management

Website Monitoring & Analytics

Digital Marketing & SEO

Secure Payment Gateways

Inventory & Order Management

Customer Relationship Management (CRM)
Data Security & Privacy

Mobile Commerce Optimization

Pilot questions 1.4
1. What term describes the sequence of activities that transform information into customer
value?

2. Give one example of how information systems support e-commerce.

)
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3. What is the main resource emphasised in virtual value chains?
4. Name one key practice in e-commerce management.

5. Why must managers evaluate emerging technologies in e-commerce?

Series Summary

This Series has introduced you to the foundations of e-commerce, highlighting its-importance as
a driver of modern business in a digital environment. We began by defining e-commerce,
exploring its scope, and tracing its historical development, before examining the principles that
guide its practice. Then we moved on to the different types of e-commerce systems, including
B2B, B2C, C2C, and emerging forms such as C2B and G2C. Following that, we considered
internet-based business models, their revenue structures, and the drivers and benefits that make
e-commerce attractive. Finally, we explored the concept of virtual value chains; the role of
information systems, and key management practices that sustain online businesses.

By completing this Series, you should now be able to define e-commerce and explain its
principles, classify the major types of e-commerce systems, analyse online business and revenue
models, evaluate the drivers and benefits of e-commerce, and explain how virtual value chains
and information systems support management practices. These abilities directly align with the
Series Learning Outcomes and provide you with a strong foundation for the more advanced
topics that follow in subsequent Series.

Glossary of Terms

e Accessibility: The principle of ensuring that online platforms and services are available
to users worldwide.

e Advertising revenue: A revenue model where businesses earn income by displaying
paid advertisements on their platforms.

o Affiliate commission: A revenue model where businesses earn income by promoting and
selling products on behalf of other companies.

| Business-to-Business (B2B): An e-commerce system where transactions occur between
two businesses, such as manufacturers and wholesalers.

o Business-to-Consumer (B2C): An e-commerce system where businesses sell directly to
individual consumers through online platforms.

e -~ Consumer-to-Business (C2B): An e-commerce system where individuals offer products
or services to businesses, often through freelance platforms.

e Consumer-to-Consumer (C2C): An e-commerce system where transactions occur
between individual consumers, usually facilitated by a third-party platform.

-
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e Electronic Data Interchange (EDI): The computer-to-computer exchange of business
documents in a standard electronic format, used in early e-commerce.

o Efficiency: A principle of e-commerce that reduces transaction costs and time by
streamlining processes.

e E-commerce: The buying and selling of goods and services, or the transmission of funds
and data, over electronic networks such as the internet.

e E-commerce management: The process of planning, organising, and controlling online
business activities to achieve strategic goals.

o Freemium model: A business model where basic services are offered for free, while
advanced features require payment.

e Government-to-Citizen (G2C): An e-commerce system where government agencies
provide online services to citizens, such as tax filing.

o Information systems: Structured combinations of people; processes, and technology that
collect, process, store, and distribute information.

o Interactivity: A principle of e-commerce that allows businesses to engage directly with
customers through personalised services.

e Online business models: Structured approaches that define how a company creates,
delivers, and captures value in the digital space.

e Revenue model: The method by which a business earns income from its online activities,
such as subscriptions or transaction fees.

e Security: A principle of e-commerce that ensures protection of transactions and data
from unauthorised access.

o Subscription charges: A revenue model where customers pay regular fees to access a
product orservice.

o Transaction fees: A revenue model where businesses earn income by charging for each
transaction completed.

e Virtual value chain: A sequence of activities through which information is gathered,
organised, and transformed into value for customers in the digital environment.

Concept Check Questions [Series 1]

-
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Objective questions

1. Which term refers to the buying and selling of goods and services over electronic
networks? (Linked to SLO 2.1)

2. What was the early form of e-commerce in the 1960s called? (Linked to SLO 2.1)

3. Which type of e-commerce involves transactions between businesses? (Linked to SLO
2.3)

4. Which revenue model is commonly used by streaming platforms? (Linked to SLO 2.4)

5. What principle of e-commerce ensures protection of transactions and data? (Linked to
SLO 2.2)

Short-answer questions

6. Describe one key difference between B2B and B2C systems. (Linked to SLO 2.3)

7. Explain one driver that has contributed to the growth of e-commerce. (Linked to SLO
2.5)

8. Identify one benefit of e-commerce for businesses and briefly explain why it is important.
(Linked to SLO 2.5)

0. Define the term “virtual value chain” and state its main resource. (Linked to SLO 2.6)

10. Give one example of how information systéms support e-commerce management.
(Linked to SLO 2.6)

Long-answer questions

11.  Analyse the historical development of e-commerce, highlighting key milestones from the
1960s to the present. (Linked to SLO 2.1)

o Basic response: Learners should describe EDI in the 1960s, the rise of the internet and
browsers in the 1990s, and the current expansion into mobile and social commerce.

e Value-added response: Outstanding learners may connect these milestones to broader
technological trends such as globalisation, mobile penetration, and cloud computing,
showing how each stage influenced business practices.

12.  Evaluate the benefits and challenges of B2C systems for both businesses and consumers.
(Linked to SLO 2.3)

o Basic response: Learners should mention benefits such as convenience, wider reach, and
improved customer experience, alongside challenges like competition and security
concerns.

e Value-added response: Outstanding learners may extend the evaluation by discussing
customer loyalty strategies, digital marketing innovations, and the impact of global
supply chains on B2C operations.

13.  Discuss the role of information systems in e-commerce management and explain how
they contribute to efficiency and customer satisfaction. (Linked to SLO 2.6)

-
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o Basic response: Learners should explain that information systems support inventory
management, payment processing, and customer relationship management, ensuring
accuracy and efficiency.

e Value-added response: Outstanding learners may add insights on emerging technologies
such as artificial intelligence, big data analytics, and cloud-based solutions, showing how
these enhance personalisation and scalability.

Answers to Concept Check Questions [Series 1]
Objective questions

E-commerce

Electronic Data Interchange (EDI)
Business-to-Business (B2B)
Subscription charges

Security

Nk W=

Short-answer questions

6. B2B involves large transaction volumes between businesses, while B2C involves smaller
transactions directly with consumers.

7. One driver is global internet access, which enables businesses and consumers to connect
worldwide.

8. Reduced transaction costs are important because they improve profitability and
competitiveness.

0. A virtual value chain is a sequence of activities that transform information into customer
value, with information as its main resource.

10. Information systems support e-commerce by managing inventory and customer data,

ensuring smooth operations.
Long-answer questions
11.

o Basic response: E-commerce began with EDI in the 1960s, expanded with the internet
and browsers in the 1990s, and now includes mobile and social commerce.

e Value-added response: Each milestone reflects broader technological trends such as
globalisation, mobile penetration, and cloud computing, which have reshaped business
practices.

12.

e Basic response: B2C systems provide convenience and wider reach but face challenges
like competition and security.

e Value-added response: Businesses must also address customer loyalty, digital marketing
innovations, and global supply chain complexities.

-

it LA-NET | ONLINE LEARNING VIDEO PLATFORM FOR POST-SECONDARY & HIGHER INSTITUTION STUDENTS



13.
o Basic response: Information systems improve efficiency by supporting inventory,
payments, and customer management.

e Value-added response: Emerging technologies such as Al, big data, and cloud solutions
enhance personalisation, scalability, and customer satisfaction.

Answers to Pilot Questions [Series 1]

Part 1: Introduction to E-Commerce

1. E-commerce

2. Electronic Data Interchange (EDI)
3. Efficiency

4. Interactivity

5.

Internet and web browsers
Part 2: Types of E-Commerce Systems

Business-to-Business (B2B)
Customer experience

eBay

Consumer-to-Business (C2B)
Government-to-Citizen (G2C)

A e

Part 3: Internet-Based Business Models

Online business model

Transaction fees, subscriptions, advertising, or affiliate commissions
Subscription charges

Global internet access

Reduced transaction costs

Nk W=

Part 4: Virtual Value Chains and E-Commerce Management

Virtual value chain

Inventory management or customer relationship management

Information

Website monitoring, digital marketing, secure payments, or customer satisfaction
To remain competitive in a fast-changing digital marketplace

M B B

-

it LA-NET | ONLINE LEARNING VIDEO PLATFORM FOR POST-SECONDARY & HIGHER INSTITUTION STUDENTS



Series 1: Foundations of E-Commerce Systems

Series outline
1.1 Introduction to E-Commerce

e 1.1.1 Definition and scope of e-commerce
e 1.1.2 Historical development of e-commerce
e 1.1.3 Principles of e-commerce

1.2 Types of E-Commerce Systems

e 1.2.1 Business-to-Business (B2B) systems

e 1.2.2 Business-to-Consumer (B2C) systems
e 1.2.3 Consumer-to-Consumer (C2C) systems
e 1.2.4 Other emerging forms (e.g. C2B, G2C)

1.3 Internet-Based Business Models

e 1.3.1 Overview of online business models
e 1.3.2 Revenue models in e-commerce
e 1.3.3 Drivers and benefits of e-commerce systems

1.4 Virtual Value Chains and E-Commerce Management

e 1.4.1 Concept of virtual value chains
e 1.4.2 Use of information systems in e-commerce
e 1.4.3 E-commerce management practices

Introduction

In today’s interconnected world, buying and selling no longer depend solely on physical shops or
face-to-face transactions. With the rise of the internet, businesses and individuals alike can
engage in commerce across borders, at any time of day, and with remarkable efficiency. This
transformation is what we call e-commerce, and it has become a cornerstone of modern business
practice. Understanding its foundations is essential for anyone who wishes to participate
meaningfully in the digital economy.

The aim of this Series is to equip you with a clear grasp of the fundamental concepts, systems,
and models that underpin e-commerce. By the end of this Series, you will be able to define
different types of e-commerce systems, explain their principles, and analyse the business models
and management practices that support them.
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We shall commence this Series by introducing the definition, scope, and historical development
of e-commerce, alongside its guiding principles. Next, we will examine the different types of e-
commerce systems, ranging from business-to-business to consumer-to-consumer, including
emerging forms. Following that, we will explore internet-based business models, revenue
structures, and the drivers and benefits that make e-commerce attractive. Finally, we will wrap
up by considering virtual value chains and management practices, including the role of
information systems in sustaining online businesses. This progression will provide you with a
solid foundation for the more advanced topics that follow in later Series.

Series Learning Qutcomes

Upon completing this Series, you should be able to:
e 2.1 define the concept and scope of e-commerce and explain its historical development,
e 2.2 describe the guiding principles that underpin e-commerce systems,
e 2.3 classify the major types of e-commerce systems suchias B2B, B2C, and C2C,

e 2.4 analyse internet-based business models and identify their associated revenue
structures,

e 2.5 evaluate the key drivers and benefits that influence the adoption of e-commerce
systems, and

e 2.6 explain the role of virtual value chains and demonstrate how information systems
support e-commerce management.

1.1 Introduction Te,E-Commer¢e
1.1.1 Definition and scope of e<commerce

E-commerce refers to the buying and selling of goods and services, or the transmission of funds
and data, over electronic networks such as the internet. It covers a wide scope, including retail
shopping, online banking, electronic payments, auctions, and even digital marketplaces for
services. The scope.of €-commerce extends beyond simple transactions, as it also involves
marketing, customer service, and supply chain management.

Fill in the blank: E-commerce refers to the buying and selling of goods and services over

1.1.2 Historical development of e-commerce

The history of e-commerce can be traced back to the 1960s when businesses began using
Electronic Data Interchange (EDI), which is the computer-to-computer exchange of business
documents in a standard electronic format. By the 1990s, the rise of the internet and web
browsers enabled online shopping and digital marketplaces. Today, e-commerce has evolved into
a global system that supports mobile commerce, social commerce, and cloud-based platforms.
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Fill in the blank: The early form of e-commerce in the 1960s was known as

1.1.3 Principles of e-commerce

The principles of e-commerce include accessibility, which ensures that online platforms are
available to users worldwide, security, which protects transactions and data, and efficiency,
which reduces transaction costs and time. Another principle is interactivity, allowing businesses
to engage directly with customers through personalised services. These principles guide the
design and management of e-commerce systems.

Fill in the blank: One principle of e-commerce that ensures protection of transactions and data is

Pilot questions 1.1
1. Which term refers to the buying and selling of goods and services over electronic
networks?

2. What was the early form of e-commerce in the 1960s called?
3. Name one principle of e-commerce that reduces transaction costs and time.
4. Which principle of e-commerce allows businesses to engage directly with customers?

5. What development in the 1990s enabled online shopping to become widespread?

1.2 Types Of E-Commerce Systems
1.2.1 Business-to-Business (B2B) systems

Business-to-Business (B2B) refers to electronic transactions conducted between two businesses.
These systems often involve wholesalers, manufacturers, and suppliers who exchange goods,
services, or information. B2B e-commerce is characterised by large transaction volumes, long-
term relationships, and negotiated pricing. It is vital for supply chain efficiency and often
integrates with enterprise resource planning systems.

Fill in the blank: Transactions between two businesses conducted electronically are known as

1.2.2 Business-to-Consumer (B2C) systems

Business-to-Consumer (B2C) refers to transactions where businesses sell directly to individual
consumers through online platforms. Examples include online retail stores such as Amazon or
Jumia. B2C systems are characterised by smaller transaction volumes, shorter decision-making
cycles, and a focus on customer experience. They often rely on digital marketing strategies to
attract and retain customers.

Fill in the blank: Online retail stores such as Amazon operate under the model.
1.2.3 Consumer-to-Consumer (C2C) systems

-
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Consumer-to-Consumer (C2C) refers to transactions between individual consumers, usually
facilitated by a third-party platform. Examples include online marketplaces such as eBay or
OLX, where individuals can sell goods directly to other individuals. C2C systems are
characterised by peer-to-peer interactions, diverse product offerings, and reliance on trust
mechanisms such as ratings and reviews.

Fill in the blank: Online marketplaces like eBay are examples of systems.

1.2.4 Other emerging forms (C2B, G2C)

Consumer-to-Business (C2B) refers to situations where individuals offer products or services to
businesses, such as freelance platforms where professionals sell their expertise. Government-to-
Citizen (G2C) refers to online services provided by government agencies to citizens, such as tax
filing or licence renewal. These emerging forms expand the scope of e-commerce beyond
traditional business and consumer interactions.

Fill in the blank: Freelance platforms where individuals sell services to businesses operate under
the model.

Pilot questions 1.2
1. Which type of e-commerce involves.transactions between businesses?

2. What is the main focus of B2C'systems?
3. Give one example of a C2C platform.
4. What does C2B stand for?

5. Which e-commerce system type includes online tax filing services?

1.3 Internet-Based Business Models
1.3.1 Overview of online business models

Online business models are structured approaches that organisations use to generate value and
revenue through the internet. They define how a company creates, delivers, and captures value in
the digital space. Common models include online retail, subscription services, freemium
platforms, and marketplaces. Each model reflects a different way of engaging customers and
monetising services.

Fill in the blank: A structured approach that defines how a company creates, delivers, and
captures value online is called a

”»

1.3.2 Revenue models in e-commerce

A revenue model is the method by which a business earns income from its online activities.
Examples include transaction fees, subscription charges, advertising revenue, and affiliate
commissions. For instance, streaming platforms often rely on subscription fees, while search

-
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engines may depend on advertising. Choosing the right revenue model is critical for
sustainability and growth.

Fill in the blank: The method by which a business earns income from online activities is called a

1.3.3 Drivers and benefits of e-commerce systems

Drivers of e-commerce are factors that encourage its growth, such as global internet access,
mobile technology, and digital payment systems. Benefits of e-commerce include reduced
transaction costs, wider market reach, convenience, and improved customer engagement. These
drivers and benefits explain why e-commerce continues to expand rapidly across industries.

Fill in the blank: One key driver of e-commerce growth is widespread access.

Pilot questions 1.3
1. What term describes the structured approach businesses-use to generate value online?

2. Give one example of a revenue model used in e-commerce.
3. Which revenue model is commonly used by streaming platforms?
4. Name one driver of e-commerce growth.

5. State one benefit of e-commerce systems for businesses.

1.4 Virtual Value Chains And*E-Commerce Management
1.4.1 Concept of virtual value chains

A virtual value chain refers to the sequence of activities through which information is gathered,
organised, and transformed into value for customers in the digital environment. Unlike
traditional value chains that focus on physical goods, virtual value chains emphasise information
as a key resource. They enable businesses to create new products, enhance customer experiences,
and improve decision-making by leveraging data.

Fill in the blank: A sequence of activities that transforms information into customer value is
called a

1.4.2 Use of information systems in e-commerce

Information systems are structured combinations of people, processes, and technology that
collect, process, store, and distribute information. In e-commerce, they support activities such as
inventory management, customer relationship management, and payment processing. Effective
use of information systems ensures accuracy, efficiency, and scalability in online business
operations.

Fill in the blank: Systems that collect, process, store, and distribute information are known as

-
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1.4.3 E-commerce management practices

E-commerce management involves planning, organising, and controlling online business
activities to achieve strategic goals. Key practices include monitoring website performance,
managing digital marketing campaigns, ensuring secure payment systems, and maintaining
customer satisfaction. Managers must also evaluate emerging technologies and adapt strategies
to remain competitive in the fast-changing digital marketplace.

Fill in the blank: The process of planning, organising, and controlling online business activities is
called

Pilot questions 1.4
1. What term describes the sequence of activities that transform information into customer
value?

2. Give one example of how information systems support e-commerce.
3. What is the main resource emphasised in virtual value chains?
4. Name one key practice in e-commerce management.

5. Why must managers evaluate emerging technologies in e-commerce?

Series Summary

This Series has introduced you to the foundations of e-commerce, highlighting its importance as
a driver of modern business in a digital environment. We began by defining e-commerce,
exploring its scope, and tracing its historical development, before examining the principles that
guide its practice. Then-we moved on to the different types of e-commerce systems, including
B2B, B2C, C2C, and emerging forms such as C2B and G2C. Following that, we considered
internet-based business models, their revenue structures, and the drivers and benefits that make
e-commerce attractive. Finally, we explored the concept of virtual value chains, the role of
information systems, and key management practices that sustain online businesses.

By completing this Series, you should now be able to define e-commerce and explain its
principles, classify the major types of e-commerce systems, analyse online business and revenue
models, evaluate the drivers and benefits of e-commerce, and explain how virtual value chains
and information systems support management practices. These abilities directly align with the
Series Learning Outcomes and provide you with a strong foundation for the more advanced
topics that follow in subsequent Series.

Glossary of Terms

e Accessibility: The principle of ensuring that online platforms and services are available
to users worldwide.

-
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e Advertising revenue: A revenue model where businesses earn income by displaying
paid advertisements on their platforms.

o Affiliate commission: A revenue model where businesses earn income by promoting and
selling products on behalf of other companies.

o Business-to-Business (B2B): An e-commerce system where transactions occur between
two businesses, such as manufacturers and wholesalers.

o Business-to-Consumer (B2C): An e-commerce system where businessessell directly to
individual consumers through online platforms.

e Consumer-to-Business (C2B): An e-commerce system where individuals offer products
or services to businesses, often through freelance platforms.

e Consumer-to-Consumer (C2C): An e-commerce system where transactions occur
between individual consumers, usually facilitated by a third-party platform.

e Electronic Data Interchange (EDI): The computer-to-computer exchange of business
documents in a standard electronic format, used in early e-commerce.

o Efficiency: A principle of e-commetee that reduces transaction costs and time by
streamlining processes.

e E-commerce: The buying and selling of goods and services, or the transmission of funds
and data, over electronic networks such as the internet.

e E-commerce management: The process of planning, organising, and controlling online
business activities to achieve strategic goals.

o Freemium model: A business model where basic services are offered for free, while
advanced features require payment.

e Government-to-Citizen (G2C): An e-commerce system where government agencies
provide online services to citizens, such as tax filing.

o Information systems: Structured combinations of people, processes, and technology that
collect, process, store, and distribute information.

o Interactivity: A principle of e-commerce that allows businesses to engage directly with
customers through personalised services.

e . Online business models: Structured approaches that define how a company creates,
delivers, and captures value in the digital space.

¢ Revenue model: The method by which a business earns income from its online activities,
such as subscriptions or transaction fees.

e Security: A principle of e-commerce that ensures protection of transactions and data
from unauthorised access.

-
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e Subscription charges: A revenue model where customers pay regular fees to access a
product or service.

o Transaction fees: A revenue model where businesses earn income by charging for each
transaction completed.

e Virtual value chain: A sequence of activities through which information is gathered,
organised, and transformed into value for customers in the digital environment:

Concept Check Questions [Series 1]
Objective questions

1. Which term refers to the buying and selling of goods and services over electronic
networks? (Linked to SLO 2.1)

2. What was the early form of e-commerce in the 1960s called? (Linked to SLO 2.1)

Which type of e-commerce involves transactions between businesses? (Linked to SLO

2.3)

4. Which revenue model is commonly used by streaming platforms? (Linked to SLO 2.4)

5. What principle of e-commerce ensures protection of transactions and data? (Linked to
SLO 2.2)

(98]

Short-answer questions

6. Describe one key difference between B2B and B2C systems. (Linked to SLO 2.3)

7. Explain one driver that has contributed to the growth of e-commerce. (Linked to SLO
2.5)

8. Identify one benefit of e-commerce for businesses and briefly explain why it is important.
(Linked to SLO 2.5)

9. Define the term “virtual value chain” and state its main resource. (Linked to SLO 2.6)

10. Give one example of how information systems support e-commerce management.
(Linked to SLO 2.6)

Long-answer questions

I1. Analyse the historical development of e-commerce, highlighting key milestones from the
1960s to the present. (Linked to SLO 2.1)

o Basic response: Learners should describe EDI in the 1960s, the rise of the internet and
browsers in the 1990s, and the current expansion into mobile and social commerce.
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e Value-added response: Outstanding learners may connect these milestones to broader
technological trends such as globalisation, mobile penetration, and cloud computing,
showing how each stage influenced business practices.

12. Evaluate the benefits and challenges of B2C systems for both businesses and consumers.
(Linked to SLO 2.3)

o Basic response: Learners should mention benefits such as convenience, wider reach, and
improved customer experience, alongside challenges like competition and security
concerns.

e Value-added response: Outstanding learners may extend the evaluation by discussing
customer loyalty strategies, digital marketing innovations, and the impact of global
supply chains on B2C operations.

13.  Discuss the role of information systems in e-commerce management and explain how
they contribute to efficiency and customer satisfaction. (Linked to SLO 2.6)

o Basic response: Learners should explain that information systems support inventory
management, payment processing, and customer relationship management, ensuring
accuracy and efficiency.

e Value-added response: Outstanding learners may add insights on emerging technologies
such as artificial intelligence, big data analytics, and cloud-based solutions, showing how
these enhance personalisation and scalability.

Answers to Concept Check Questions [Series 1]
Objective questions

E-commerce

Electronic Data Interchange (EDI)
Business-to-Business (B2B)
Subscription charges

Security

M

Short-answer questions

6. B2B involves large transaction volumes between businesses, while B2C involves smaller
transactions directly with consumers.

7. One driver is global internet access, which enables businesses and consumers to connect
worldwide.

8. Reduced transaction costs are important because they improve profitability and
competitiveness.

9. A virtual value chain is a sequence of activities that transform information into customer
value, with information as its main resource.

10. Information systems support e-commerce by managing inventory and customer data,

ensuring smooth operations.

-
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Long-answer questions
11.

e Basic response: E-commerce began with EDI in the 1960s, expanded with the internet
and browsers in the 1990s, and now includes mobile and social commerce.

e Value-added response: Each milestone reflects broader technological trends such as
globalisation, mobile penetration, and cloud computing, which have reshaped business
practices.

12.

e Basic response: B2C systems provide convenience and wider reach but face challenges
like competition and security.

e Value-added response: Businesses must also address customer loyalty; digital marketing
innovations, and global supply chain complexities.

13.
o Basic response: Information systems improve efficiency by supporting inventory,
payments, and customer management.

e Value-added response: Emerging technologies such as Al big data, and cloud solutions
enhance personalisation, scalability, and customer satisfaction.

Answers to Pilot Questions [Series 1]

Part 1: Introduction to E-Commerce

1. E-commerce

2. Electronic Data Interchange (EDI)
3. Efficiency

4. Interactivity

5.

Internet and web browsers
Part 2: Types of E-Commerce Systems

Business-to-Business (B2B)
Customer experience

eBay

Consumer-to-Business (C2B)
Government-to-Citizen (G2C)

i N

Part 3: Internet-Based Business Models

-
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Online business model

Transaction fees, subscriptions, advertising, or affiliate commissions
Subscription charges

Global internet access

Reduced transaction costs

Nk W=

Part 4: Virtual Value Chains and E-Commerce Management

Virtual value chain

Inventory management or customer relationship management

Information

Website monitoring, digital marketing, secure payments, or customer satisfaction
To remain competitive in a fast-changing digital marketplace

MRS

Series 2: Business Models, Drivers, And Benefits In
Online Commerce

Series outline
2.1 Overview of Online Business Models

e 2.1.1 Definition and purpose of business models
e 2.1.2 Common online business models (retail, subscription, freemium, marketplace)

2.2 Revenue Models in E-Commerce

e 2.2.1 Transaction fees

e 2.2.2 Subscription charges
e 2.2.3 Advertising revenue

e 2.2.4 Affiliate commissions

2.3 Drivers of E-=Commerce Growth
e 2.3.1 Technological drivers (internet access, mobile devices, digital payments)
e 2.3.2 Social drivers (consumer behaviour, globalisation, convenience)

e 2.3.3 Economic drivers (cost reduction, efficiency, market expansion)

2.4 Benefits of E-Commerce Systems

e 2.4.1 Benefits for businesses (market reach, reduced costs, efficiency)
e 2.4.2 Benefits for consumers (convenience, choice, personalised services)
o 2.4.3 Benefits for society (innovation, employment opportunities, digital inclusion)
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Introduction

In the digital economy, businesses must carefully choose how they operate online in order to
remain competitive and sustainable. The way a company structures its activities, earns revenue,
and responds to market forces is captured in its business models, while the drivers and benefits
explain why e-commerce continues to expand rapidly. This Series is designed to help you
appreciate the strategic importance of these elements and how they shape online commerce.

The aim of this Series is to enable you to analyse different online business and revenue models,
evaluate the drivers that fuel e-commerce growth, and assess the benefits that e-commerce
systems provide to businesses, consumers, and society.

We shall commence this Series by examining the concept of online business models and their
common forms such as retail, subscription, freemium, and marketplace. Next, we will explore
revenue models in e-commerce, including transaction fees, subscriptions, advertising, and
affiliate commissions. Following that, we will consider the drivers of e-commerce growth,
focusing on technological, social, and economic factors. Finally, we will wrap up by discussing
the benefits of e-commerce systems for businesses, consumers, and society at large. This
progression will equip you with the analytical tools needed to connect business strategies with
the realities of online commerce.

Series Learning Outcomes
Upon completing this Series, you should be able to:

e 2.1 define the concept of online business models and explain their purpose in e-
commerce,

e 2.2 describe common forms of online business models such as retail, subscription,
freemium, and marketplace,

e 2.3 identify and explain different revenue models used in e-commerce including
transaction fees, subscriptions, advertising, and affiliate commissions,

e 24 analyse the technological, social, and economic drivers that contribute to the growth
of e-commerce, and

e 2.5 evaluate the benefits of e-commerce systems for businesses, consumers, and society

2.1 Overview Of Online Business Models
2.1.1 Definition and purpose of business models

A business model is the structured plan that explains how a company creates, delivers, and
captures value. In the context of e-commerce, business models define the way online businesses
operate, interact with customers, and generate revenue. They provide clarity on the
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organisation’s strategy and ensure that resources are aligned with customer needs. Without a
clear business model, online ventures may struggle to sustain themselves in competitive markets.

Fill in the blank: A structured plan that explains how a company creates, delivers, and captures
value is called a

Components of Business Model

Figure 2.1 Components of of business model

Value Creation

Problem-solving,
innovation, benefits

BUSINESS
Value Delivery = MODEL  Value Capture
Channels, customer Revenue streams,
relationships, pricing, cost
distribution structure

2.1.2 Common online business models
There are several common forms of online business models:
e Retail model: Businesses sell products directly to consumers through online platforms.

e Subscription model: Customers pay regular fees to access products or services, such as
streaming platforms.
P
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o Freemium model: Basic services are offered free of charge, while advanced features
require payment.

e Marketplace model: Platforms connect buyers and sellers, earning revenue through
commissions or fees.

Each of these models reflects a different way of engaging customers and monetising services.
For example, Amazon operates primarily as a retail and marketplace model, while Spotify uses a
freemium and subscription model.

Fill in the blank: A business model where basic services are free but advanced features require
payment is called the model.

Table 2.1 Common Online Business Models

Model Type Description Key Features Examples
Retail/E-commerce = Selling goods directly to Product caalog, shopping cart, Amazon, Zara
to consumers online. secure payment, logistics. Sephora
Retail /E- Customers pay recurring fees = Recuring billing, exclusive Netflix
fproducts or services. content/tr'produfits. Spehora
Subscription Customers pay recuring fees | Recuring content/products, | Netflix, Spotify, Dollar
for services. membership benefits. Shave Club
Freemium Offer basic services free, Free tier with limitations, Slack, Everonte,
for premium features. adl. Club
Marketplace Offer basic services free, Free tier with limitations, preon Slack, Uber,
for premium features. upgrades (features, no ads). = YouTube Premium

Platform connecting | Platform connecting buyers Third-party sellers, commission-fasy, Uber
and sellers and sellers for transactions. | based fees, buyer/seller tools = Airbnbi

Pilot questions 2.1

-
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1. What term refers to the structured plan that explains how a company creates, delivers,
and captures value?

2. Name one common online business model.
3. Which business model involves customers paying regular fees to access services?
4. What is the main feature of the freemium model?

5. Give one example of a company that uses the marketplace model.

2.2 Revenue Models In E-Commerce
2.2.1 Transaction fees

A transaction fee model involves charging customers or sellers a fee for each transaction
completed on the platform. This is common in online marketplaces and payment gateways. The
fee may be fixed or percentage-based, and it provides a steady source of income for the platform.

Fill in the blank: A revenue model where customers or sellers are charged for each transaction is
called the model.

-
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Figure 2.2 Transaction fee model
Online Marketplace Transaction Flow

Online Marketplace |2 ProductService

1. Payment -
Platform sy

Customer
3. Payout

I—» Platform Fee |--* (after fee)

1
E Seller
1
1

2.2.2 Subscription charges

A subscription model requires customers to pay regular fees, often monthly or annually, to
access products or services. Examples include streaming platforms, online learning portals, and
cloud storage services. This model provides predictable revenue and encourages customer

loyalty.

Fill in the blank: Customers paying monthly or annual fees to access services is an example of
the model.
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Plate 2.1 Subscrption model in e-commerce

2.2.3 Advertising revenue

An advertising revenue model involves businesses earning income by displaying paid
advertisements on their platforms. Search engines, social media platforms, and news websites
often rely on this model. The effectiveness of advertising depends on user traffic and
engagement.

Fill in the blank: Platforms that earn income by displaying paid advertisements use the
revenue model.

-
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Box 2.1 Advertising revenue model

Advertising Revenue Model

* Definition: Platforms generate income by displaying adveitsments to
their users.

* Key Mechanics:
* Impression-based: Paid per view of the ad.
* Click-through (PPC): Paid per user click on the ad.

* Converstion-based: Paid upon a user completing action (e.g.
purchase).

* Examples: Google Adsense, Facebook Ads on websites, video ads
on YouTube.

* Benefits Can provide a steady income stream, especially for
content-heavhy platforms with large user bases.

* Benefits: Consittent starsrtip

* Consideration: Requires significant traffic and user engagement to be
be prooitable.

2.2.4 Affiliate commissions

An affiliate commission model allows businesses to earn income by promoting and selling
products on behalf of other companies. Affiliates receive a commission for each sale generated
through their referral links. This model is widely used in blogging, influencer marketing, and
comparison websites.

Fill in the blank: When businesses earn income by promoting products on behalf of others, they
use the model.

-
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Table 2.2

Comparison of Revenue Models in E-commerce

Transaction Model Key Common Examples

Fees Features Platforms
Platform takes a | Commission-based,| Etsy, ebay, Marketplace
a percentage of often seen Uber platforms
each sale in maketplaces

Subscription

Users pay recurring fees for

Tierd access,

Netflix, Spotify,

Streaming services,

users

conversion-based

access a products or exclusive content, | Dollar SlaAS, SAAS, member
or services recurring income | Shave Club communities
Advertising

Platforms generate income by Impression-based | Google AdSense, | Content websites,
displayinging advectements to (CPM), click-PPC), | Facebook Ads YouTube

Platforms commission by
promoting other compaanies’
usants

Impresion-based
click-throughPPC),
seisfucts

Content websites,
soccia,
YouTube

Content influeces,
video platforms

Affiliate 4 Commission by

Referral links,

Amazon Associate

5, Bloggers,

promtior ompanies’ on sales, ShareSALe review sites
products performance-based
Pilot questions 2.2

1.. Which revenue model involves charging a fee for each transaction?

2. What type of revenue model is used by streaming platforms?

3. Which revenue model depends on user traffic and engagement?

4./ What is the main feature of the affiliate commission model?

5. Give one example of a platform that uses subscription charges.

2.3 Drivers Of E-Commerce Growth
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2.3.1 Technological drivers

Technological drivers are innovations and tools that enable the expansion of e-commerce.
These include widespread internet access, mobile devices, and secure digital payment systems.
Internet connectivity allows businesses to reach global audiences, while mobile technology
ensures that consumers can shop anytime and anywhere. Digital payment systems, such as online
banking and mobile wallets, provide secure and convenient ways to complete transactions.

Fill in the blank: One technological driver of e-commerce is the widespread availability of

Figure 2.3
Technological drivers of e-commerce
Technogical Drivers of E-commerce

Internet
Connecivity
Broadand, Fiber, WiFi

Mobile Devices

Digital Payments

E-wallets, Credit Cards,
Contactlesss

Smartphones,
Tablets, Apps

2.3.2 Social drivers

-
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Social drivers refer to changes in consumer behaviour and societal trends that encourage the
growth of e-commerce. These include the desire for convenience, globalisation, and the
increasing trust in online platforms. Consumers prefer shopping online because it saves time and
offers a wide range of choices. Globalisation has also made it easier for people to access
products from different parts of the world.

Fill in the blank: One social driver of e-commerce is the consumer preference for

4

Plate 2.2 Social driver: converence in online shopping

2.3.3 Economic drivers

Economic drivers are factors that make e-commerce attractive from a financial perspective.
These include cost reduction, efficiency, and market expansion. Businesses can reduce overhead
costs by operating online rather than maintaining physical stores. Efficiency is achieved through

)
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streamlined processes, while market expansion allows businesses to reach customers beyond
their local areas.

Fill in the blank: One economic driver of e-commerce is the ability to reduce costs.

Box 2.2 Economic drivers of e-commerce
Economic Drivers of E-commerce

e Cost Reduction:

* Lower overreads (rent, utlities), reduced
marketing costs through digital
channels.

* Increased Efficiency:

* Automated processes, faster transaction speeds,
optimized supply chains.

* Market Expansion:

* Access to global customers, overctoing geoagehical barriers,
Compettive Advantage: s, 24/7 availability.

* Inrmpetion, personalizedservices, data-driven strategies.

* Reduced Barriers to Entry to start and reach customers.

Pilot questions 2.3
1. Name one technological driver of e-commerce.

2. What social driver relates to consumer behaviour?
3. Give one example of an economic driver of e-commerce.

4. Why is mobile technology important for e-commerce growth?

-
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5. How does globalisation act as a driver of e-commerce?

2.4 Benefits Of E-Commerce Systems
2.4.1 Benefits for businesses

E-commerce offers several benefits for businesses. These include market reach, which allows
companies to access customers beyond their local areas, cost reduction, achieved by lowering
overheads such as rent and utilities, and efficiency, gained through streamlined processes and
automation. Together, these benefits make e-commerce a powerful tool for business growth and
competitiveness.

Fill in the blank: One benefit of e-commerce for businesses is the ability to reduce
costs.

FW
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Figure 2.4 Benefits of
Benefits of E-commerce for Businesses

Market Reach

Global Customers,
24/7 Availability

Increased
Efficiency

Automated Processes,
Faster Transactions

Cost Reduction

Lower Oveterads,
Digital Marketing

2.4.2 Benefits for consumers

Consumers also gain significant advantages from e-commerce. These include convenience, as
shopping can be done anytime and anywhere, choice, with access to a wide range of products
and services; and personalised services, where platforms tailor recommendations to individual
preferences. These benefits enhance customer satisfaction and encourage repeat purchases.

Fill in the blank: One benefit of e-commerce for consumers is the ability to shop
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Plate 2.3 Convenience of online shopping for consumers

2.4.3 Benefits for society

At the societal level, e-commerce contributes to innovation, by encouraging new business
models and technologies, employment opportunities, through digital entrepreneurship and
logistics, and digital inclusion, by enabling more people to participate in the global economy.
These benefits demonstrate how e-commerce extends beyond individual businesses and
consumers to impact communities and nations.

Fill in the blank: One societal benefit of e-commerce is increased opportunities.

-
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Box 2.3 Societal benefits of E-commerce

Societal Benefits of E-commerce

* |nnovation: Fosters new business models, technologies, and
services.

* Creates jobs in tech, tech, logistics, marketing and
customer service.

* Employment Opportunities:

* Provides access to goods and services for
unserteved populations and remote areas.

 Digital Inclusion
e Economic Growth
* Contributes to GDP through increased trade and investment.

e Convenience, wider choices, and access to and access to
education/health resources.

Pilot questions 2:4
1. ‘Name one benefit of e-commerce for businesses.

2. What benefit allows consumers to shop anytime and anywhere?
3.. Give one example of a personalised service benefit for consumers.
4. Name one societal benefit of e-commerce.

5. How does e-commerce contribute to digital inclusion?
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Series Summary

This Series has explored how businesses structure and sustain their operations in the digital
marketplace. We began by defining online business models and examining common forms such
as retail, subscription, freemium, and marketplace. We then looked at revenue models, including
transaction fees, subscriptions, advertising, and affiliate commissions, before moving on to.the
drivers of e-commerce growth, focusing on technological, social, and economic factors. Finally,
we considered the benefits of e-commerce systems for businesses, consumers, and society.

By completing this Series, you should now be able to define and describe online business
models, explain and compare revenue models, analyse the drivers that fuel e-commerce growth,
and evaluate the benefits of e-commerce systems. These abilities directly align with the Series
Learning Outcomes and provide you with the skills to connect business strategies with-the
realities of online commerce.

Glossary of Terms

e Advertising revenue: A revenue model where businesses@arn income by displaying
paid advertisements on their platforms.

o Affiliate commission: A revenue model where businesses earn income by promoting and
selling products on behalf of other companies.

o Business model: A structured plan that explains how a company creates, delivers, and
captures value.

o Economic drivers: Financial factors such as cost reduction, efficiency, and market
expansion that encourage e-commerce growth.

e Freemium model: A business model where basic services are offered free of charge,
while advanced features require payment.

e Marketplace model: A business model where platforms connect buyers and sellers,
earning revenue through commissions or fees.

o Retail model: A business model where businesses sell products directly to consumers
through online platforms.

¢ Revenue model: The method by which a business earns income from its online activities.

e Social drivers: Consumer behaviours and societal trends, such as convenience and
globalisation, that encourage e-commerce growth.

e  Subscription model: A revenue model where customers pay regular fees to access
products or services.

o Technological drivers: Innovations such as internet access, mobile devices, and digital
payments that enable e-commerce growth.

-

it LA-NET | ONLINE LEARNING VIDEO PLATFORM FOR POST-SECONDARY & HIGHER INSTITUTION STUDENTS



Concept Check Questions [Series 2]
Objective questions

1. Which term refers to the structured plan that explains how a company creates, delivers,
and captures value? (Linked to SLO 2.1)

2. What type of business model involves customers paying regular fees to access services?

(Linked to SLO 2.2)

Which revenue model depends on user traffic and engagement? (Linked to SLO 2.3)

Name one technological driver of e-commerce growth. (Linked to SLO2.4)

5. Which benefit allows consumers to shop anytime and anywhere? (Linked to SLO 2.5)

W

Short-answer questions

6. Describe one difference between the retail and marketplace business models. (Linked to
SLO 2.2)

7. Explain one economic driver that makes e-commerce attractive to businesses. (Linked to
SLO 2.4)

8. Identify one benefit of e-commerce for society and briefly explain its importance.
(Linked to SLO 2.5)

9. Define the freemium model and give one example of its application. (Linked to SLO 2.2)
10. State one way digital payment systems contribute to e-commerce growth. (Linked to SLO
2.4)

Long-answer questions

11.  Analyse the common.online business models and explain how they differ in engaging
customers. (Linked to SLO 2.2)

o Basic response: Learners should describe retail, subscription, freemium, and marketplace
models, noting their key features.

e Value-added response: Outstanding learners may compare these models in terms of
customer engagement, scalability, and sustainability, with real-world examples.

12.  / Evaluate the strengths and limitations of different revenue models in e-commerce.
(Linked to SLO 2.3)

o Basic response: Learners should explain transaction fees, subscriptions, advertising, and
affiliate commissions, highlighting their advantages and challenges.

e Value-added response: Outstanding learners may extend the evaluation by discussing
hybrid revenue models and how businesses adapt them to changing consumer behaviour.

13.  Discuss the drivers of e-commerce growth and assess their impact on businesses and
consumers. (Linked to SLO 2.4)

-
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o Basic response: Learners should mention technological, social, and economic drivers,
explaining their role in growth.

e Value-added response: Outstanding learners may assess how these drivers interact, for
example, how mobile technology and globalisation together expand consumer markets.

14.  Explain the benefits of e-commerce systems for businesses, consumers, and society:
(Linked to SLO 2.5)

o Basic response: Learners should list benefits such as market reach, convenience, and
innovation.

e Value-added response: Outstanding learners may provide case studies or examples
showing how these benefits transform industries and communities.

Answers to Concept Check Questions [Series 2]
Objective questions

Business model

Subscription model

Advertising revenue model

Internet access (or mobile devices, or digital payments)
Convenience

MRS

Short-answer questions

6. Retail involves direct sales to consumers, while marketplace connects buyers and sellers
through a platform.

7. Cost reduction allows businesses to save on overheads compared to physical stores.

8. Digital inclusion is important because it enables more people to participate in the global
economy.

0. Freemium model offers basic services free, with advanced features requiring payment;
e.g., Spotify.

10. Digital payment systems provide secure and convenient ways to complete transactions.

Long-answer questions
1.

e . Basic response: Retail sells directly to consumers, subscription charges regular fees,
freemium offers free basics with paid upgrades, and marketplace connects buyers and
sellers.

e Value-added response: These models differ in customer engagement, scalability, and
sustainability, with examples like Amazon, Netflix, Spotify, and eBay.

12.

-
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o Basic response: Transaction fees provide steady income, subscriptions ensure
predictable revenue, advertising depends on traffic, and affiliate commissions reward
referrals.

e Value-added response: Hybrid models combine approaches, such as platforms using
both subscriptions and advertising to maximise revenue.

13.

o Basic response: Technological drivers (internet, mobile, payments), social-drivers
(convenience, globalisation), and economic drivers (cost reduction, efficiency) fuel
growth.

e Value-added response: These drivers interact, for example, mobile technology and
globalisation together expand consumer markets and reshape business strategies.

14.

o Basic response: Businesses gain market reach and efficiency, consumers enjoy
convenience and choice, and society benefits from innovation and inclusion.

e Value-added response: Case studies show how e-commerce transforms industries,
creates jobs, and fosters digital participation worldwide.

Answers to Pilot Questions [Series 2]
Part 2.1: Overview of Online Business-Models

Business model

Retail, subscription, freemium, or marketplace
Subscription model

Basic serviees free, advanced features paid
Amazon, eBay

MRS

Part 2.2: Revenue Models in E-Commerce

Transaction fee model

Subscription. model

Advertising revenue model

Affiliates earn commission for referrals
Netflix

N g O —

Part 2.3: Drivers of E-Commerce Growth

Internet access, mobile devices, or digital payments
Convenience

Cost reduction, efficiency, or market expansion

Mobile technology enables shopping anytime and anywhere
Globalisation allows access to products worldwide

M.
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Part 2.4: Benefits of E-Commerce Systems

Market reach, cost reduction, or efficiency

Convenience

Personalised recommendations

Innovation, employment opportunities, or digital inclusion
By enabling more people to participate in the global economy

Nk W=

Series 3: Building And Managing Online Business
Presence

3.1 Establishing an Online Presence

e 3.1.1 Importance of online presence for businesses
e 3.1.2 Choosing appropriate platforms (websites, social media, marketplaces)
e 3.1.3 Domain names and branding considerations

3.2 Designing Effective E-Commerce Websites

o 3.2.1 Key features of user-friendly websites
e 3.2.2 Navigation, layout, and accessibility
e 3.2.3 Mobile responsiveness and security features

3.3 Digital Marketing Strategies

e 3.3.1 Search engine optimisation (SEO) basics
e 3.3.2 Social media marketing and engagement
e 3.3.3 Content marketing and email campaigns

3.4 Managing Online Business Operations

o [ 3.4.1 Customer relationship management (CRM) tools
e 3.4.2 Order fulfilment and logistics
e 3.4.3 Monitoring performance with analytics

Introduction

In today’s digital marketplace, building and managing an online presence is essential for
businesses that want to remain visible, competitive, and connected to their customers. An
effective online presence goes beyond simply having a website; it involves creating a
professional image, engaging audiences through digital platforms, and managing operations in
ways that ensure reliability and trust.
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The aim of this Series is to equip you with the knowledge and skills to establish, design,
promote, and manage an online business presence. We will begin by exploring the importance of
online presence and the platforms available for businesses. Next, we will examine how to design
effective e-commerce websites that are user-friendly, secure, and accessible. We will then
consider digital marketing strategies such as search engine optimisation, social media
engagement, and content marketing. Finally, we will focus on managing online business
operations, including customer relationship management, logistics, and performance monitoring.
By the end of this Series, you will be able to connect the technical and strategic aspects of online
presence with practical management practices.

Series Learning Qutcomes
Upon completing this Series, you should be able to:

e 3.1 explain the importance of establishing an online presence and identify suitable
platforms for different business needs,

o 3.2 describe the key features of effective e-commerce websites including navigation,
layout, accessibility, and security,

o 3.3 apply basic digital marketing strategies such as search engine optimisation, social
media engagement, and content marketing, and

e 3.4 evaluate management practices for online business operations including customer
relationship management, logistics, and performance monitoring.

3.1 Establishing An Online Presenee
3.1.1 Importance of online presence for businesses

An online presence is the visibility of a business on digital platforms such as websites, social
media, and online marketplaces. It is essential because it allows businesses to reach wider
audiences, build credibility, and engage directly with customers. A strong online presence also
supports marketing, sales, and customer service, making it a cornerstone of modern business
success:

Fill in the blank: The visibility of a business on digital platforms is called its

3.1.2 Choosing appropriate platforms

Businesses can establish their online presence through different platforms:
e Websites: Provide a central hub for information, branding, and transactions.
e Social media: Enable direct engagement with customers and communities.

e Marketplaces: Offer access to large customer bases through platforms like Amazon or

Jumia.
P
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The choice of platform depends on business goals, target audience, and resources. Many
businesses use a combination of these platforms to maximise reach and impact.

Fill in the blank: Platforms such as Amazon or Jumia are examples of online

3.1.3 Domain names and branding considerations

A domain name is the web address that identifies a business online. Choosing a clear,
memorable, and relevant domain name is vital for branding and customer recognition. Branding
considerations include consistency in logos, colours, and messaging across all platforms.
Together, domain names and branding help businesses build trust and stand out in competitive
markets.

Fill in the blank: The web address that identifies a business online is called a

Pilot questions 3.1
1. What term refers to the visibility of a business on digital-platforms?

2. Name one platform businesses can use to establish an online presence.
3. What type of platform is Amazon an example of?
4. What is the web address that identifies a business online called?

5. Why is consistent branding important for online presence?

3.2 Designing Effective E-Commerce'Websites
3.2.1 Key features of user-friendly websites

A user-friendly website is one that provides visitors with a smooth, intuitive, and enjoyable
experience. Key features include clear navigation, fast loading speed, responsive design, and
secure transactions: These features ensure that customers can easily find products, trust the
platform, and complete purchases without frustration.

Fill in the blank: A'website that provides visitors with a smooth and intuitive experience is
described as

3.2.2 Navigation, layout, and accessibility

Effective mavigation ensures that users can move through the website easily, while a clear
layout presents information in a logical and visually appealing way. Accessibility means
designing websites so that all users, including those with disabilities, can access content.
Together, these elements improve usability and customer satisfaction.

Fill in the blank: Designing websites so that all users, including those with disabilities, can
access content is called
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Table 3.2 Navigation, layout, and accesbility features
Website Design: Best Practices Comparison

Feature Description Best Practices &
Examples
L. How users move through | e Intuitive menus (header, fotter)
Navigation webdte o Searchbar
e Breadcrums
* Logical sitemap
. The arrangement of * Consistent grid structure
Lay?Ut & Visual content and visual * High-quality images/videos
Design elements » Cleartysoeraphy
* Mobile-responsive design
. Ensuring website is * Alt text for images
Accessbility usable by all, including » Keyboard navigation
disabled e Color contrast
¢ Screen reader compatibilty
 Captions for videos

3.2.3 Mobile responsiveness and security features

Mobile responsiveness ensures that websites adapt to different screen sizes, providing a
consistent experience across devices. Security features such as SSL certificates, secure payment
gateways, and data protection measures build customer trust and protect sensitive information.
These elements are critical for sustaining e-commerce operations in a mobile-first world.

Fill in the blank: A website that adapts to different screen sizes is described as

Pilot questions 3.2
1. What term describes a website that provides visitors with a smooth and intuitive
experience?

2. Name one feature that improves website navigation.

-
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3. What is the term for designing websites so that all users can access content?
4. Why is mobile responsiveness important for e-commerce websites?

5. Give one example of a security feature that builds customer trust.

3.3 Digital Marketing Strategies
3.3.1 Search engine optimisation (SEO) basics

Search engine optimisation (SEO) is the process of improving a website’s visibility on search
engines. It involves using relevant keywords, creating quality content, and ensuring technical
aspects such as site speed and mobile responsiveness are optimised. Effective SEO helps
businesses attract organic traffic and increase their online presence without relying solely on paid
advertising.

Fill in the blank: The process of improving a website’s visibility on search-engines is called

3.3.2 Social media marketing and engagement

Social media marketing involves using platforms such as Facebook, Instagram, and Twitter to
promote products and engage with customers. Engagement strategies include posting interactive
content, responding to comments, and running targeted campaigns. Social media marketing
builds brand awareness, fosters customer loyalty, and provides valuable insights into consumer
behaviour.

Fill in the blank: Using platforms like Facebook and Instagram to promote products is called
marketing.

3.3.3 Content marketing and email campaigns

Content marketing focuses on creating valuable and relevant content to attract and retain
customers. Examples include blogs, videos, and infographics. Email campaigns involve sending
targeted messages to customers to promote products, share updates, or build relationships.
Together, these strategies strengthen customer trust and encourage repeat business.

Filldn the blank: Creating valuable and relevant blogs, videos, or infographics to attract
customers is called marketing.

Pilot questions 3.3
1." What process improves a website’s visibility on search engines?

2. Name one element of SEQO.

3. What term describes using platforms like Facebook to promote products?
4. Give one example of content marketing.

5. What is the purpose of email campaigns in digital marketing?
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3.4 Managing Online Business Operations
3.4.1 Customer relationship management (CRM) tools

Customer relationship management (CRM) tools help businesses manage interactions with
customers. They store customer data, track communication, and support personalised marketing.
Effective use of CRM improves customer satisfaction, loyalty, and retention by ensuring
businesses respond quickly and appropriately to customer needs.

Fill in the blank: Tools that help businesses manage interactions with customers are called
tools.

3.4.2 Order fulfilment and logistics

Order fulfilment refers to the process of receiving, processing, and delivering customer orders.
Logistics involves managing the movement of goods from suppliers to customers. Efficient
fulfilment and logistics are critical for customer satisfaction, as delays or errors can damage trust.
Businesses often use third-party logistics providers to streamline these processes.

Fill in the blank: The process of receiving, processing, and delivering customer orders is called

3.4.3 Monitoring performance with analytics

Analytics tools allow businesses to measure and evaluate their online performance. Metrics such
as website traffic, conversion rates, and customer behaviour provide insights into what is
working and what needs improvement. By monitoring performance, businesses can make data-
driven decisions to optimise marketing, operations, and customer engagement.

Fill in the blank: Tools that measure and evaluate online performance are called tools.

Pilot questions 3.4
1. What tools help businesses manage customer interactions?

2. What term refers to the process of receiving, processing, and delivering customer orders?
3. Name one function of CRM tools.
4. Give one example of a performance metric used in analytics.

5. Why are efficient logistics important in e-commerce?

Series Summary

This Series has focused on how businesses can build and manage their online presence
effectively. We began by examining the importance of online presence and the platforms
available, including websites, social media, and marketplaces. We then explored how to design
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effective e-commerce websites, highlighting features such as navigation, layout, accessibility,
mobile responsiveness, and security. Next, we studied digital marketing strategies, including
search engine optimisation, social media engagement, content marketing, and email campaigns.
Finally, we looked at managing online business operations, covering customer relationship
management tools, order fulfilment and logistics, and performance monitoring with analytics:

By completing this Series, you should now be able to explain the importance of online presence,
describe the features of effective websites, apply digital marketing strategies, and evaluate
management practices for online operations. These abilities align directly with the Series
Learning Outcomes and provide practical skills for sustaining a strong online business presence.

Glossary of Terms
e Analytics tools: Software used to measure and evaluate online performance through
metrics such as traffic and conversions.

o Content marketing: Creating valuable and relevant content (blogs, videos, infographics)
to attract and retain customers.

e CRM (Customer Relationship Management): Tools that help businesses manage
customer interactions, data, and.personalised marketing.

e Domain name: The web address that identifies a business online.

o Email campaigns: Targeted messages sent to customers to promote products, share
updates, or build relationships.

o Mobile responsiveness: The ability of a website to adapt to different screen sizes and
devices.

o Navigation: The structure that allows users to move easily through a website.
e Order fulfilment: The process of receiving, processing, and delivering customer orders.

e SEO (Search Engine Optimisation): The process of improving a website’s visibility on
search engines.

o = Social media marketing: Using platforms like Facebook, Instagram, and Twitter to
promote products and engage with customers.

o User-friendly website: A site designed to provide visitors with a smooth, intuitive, and
enjoyable experience.

Concept Check Questions [Series 3]
Objective questions

1. What term refers to the visibility of a business on digital platforms? (Linked to SLO 3.1)

-
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2. Which platform provides a central hub for information, branding, and transactions?
(Linked to SLO 3.1)

3. What type of website adapts to different screen sizes and devices? (Linked to SLO 3.2)
4. What process improves a website’s visibility on search engines? (Linked to SLO 3.3)

5. Which tools help businesses manage customer interactions and personalised marketing?
(Linked to SLO 3.4)

Short-answer questions

6. Explain one reason why consistent branding is important for online presence. (Linked to
SLO 3.1)

7. Describe one feature of a user-friendly website. (Linked to SLO 3.2)

8. Give one example of a social media engagement strategy. (Linked to SLO 3.3)

9. State one function of order fulfilment in e-commerce. (Linked to SLO 3.4)

10. Identify one performance metric businesses can monitor using analytics tools. (Linked to
SLO 3.4)

Long-answer questions

11. Analyse the importance of establishing an online presence and discuss the platforms
businesses can use. (Linked to SLO 3.1)

o Basic response: Learners should explain online presence and list websites, social media,
and marketplaces.

e Value-added response: Outstanding learners may compare platforms in terms of reach,
cost, and engagement.

12. Describe the features of effective e-commerce websites and explain why they are critical
for customer satisfaction. (Linked to SLO 3.2)

o _Basic response: Learners should mention navigation, layout, accessibility, mobile
responsiveness, and security.

e Value-added response: Outstanding learners may provide examples of websites that
excel in these features.

13. Apply digital marketing strategies to promote an online business and explain their
impact. (Linked to SLO 3.3)

e Basic response: Learners should describe SEO, social media, content marketing, and
email campaigns.

e Value-added response: Outstanding learners may evaluate how these strategies
complement each other in practice.
-
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14. Evaluate management practices for online business operations and explain their role in
sustaining e-commerce. (Linked to SLO 3.4)

e Basic response: Learners should mention CRM tools, order fulfilment, logistics, and
analytics.

e Value-added response: Outstanding learners may assess how these practices improve
efficiency and customer loyalty.

Answers to Concept Check Questions [Series 3]
Objective questions

1. Online presence

2. Website

3. Mobile responsive website

4. Search engine optimisation (SEO)

5. Customer relationship management (CRM) tools

Short-answer questions

6. Consistent branding builds trust and helps customers recognise the business easily.
7. Clear navigation allows users to find products quickly.

8. Responding to customer comments on social media.

9. Delivering customer orders accurately and on time.

10. Conversion rates.

Long-answer questions

11.

o _Basic response: Online presence makes businesses visible; platforms include websites,
social media, and marketplaces.

e Value-added response: Websites provide control, social media fosters engagement,
marketplaces expand reach but charge fees.

12.

o Basic response: Features include navigation, layout, accessibility, mobile
responsiveness, and security.

e Value-added response: For example, Amazon’s layout and mobile responsiveness
enhance customer satisfaction.
)
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13.

o Basic response: SEO improves visibility, social media builds engagement, content
marketing attracts customers, and email campaigns retain them.

e Value-added response: Combined strategies create a holistic marketing approach that
strengthens brand presence.

14.

o Basic response: CRM tools manage customer data, logistics ensure delivery, and
analytics monitor performance.

e Value-added response: Together, these practices improve efficiency, reduce costs, and
build customer loyalty.

Answers to Pilot Questions [Series 3]
Part 3.1: Establishing an Online Presence

1. Online presence

2. Website, social media, or marketplace

3. Marketplace

4. Domain name

5. Consistent brandingbuilds trust and recognition
Part 3.2: Designing Effective E-Commerce Websites

1. User-friendly website

2. Clear menus or search bars

3. Accessibility

4. Mobile responsiveness ensures usability across devices

5. SSL certificates or secure payment gateways
Part 3.3: Digital Marketing Strategies

1. Search engine optimisation (SEO)

2. Keywords or site speed

3. Social media marketing

4. Blogs, videos, or infographics
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5. To promote products and build customer relationships
Part 3.4: Managing Online Business Operations

1. CRM tools

2. Order fulfilment

3. Personalised marketing

4. Website traffic or conversion rates

5. Efficient logistics ensure timely delivery and customer satisfaction

Series 4: E-Marketing And Knowledge Management
Strategies

4.1 Fundamentals of E-Marketing
e 4.1.1 Definition and scope of esmarketing

e 4.1.2 Importance of e-marketing in e-commerce
e 4.1.3 Key tools and channels (websites, email, social media, search engines)

4.2 Online Marketing Techniques
e 4.2.1 Search engine marketing (SEM) and pay-per-click advertising
e 4.2.2 Social media campaigns and influencer marketing
e 4.2.3 Content marketing and customer engagement strategies
4.3 Knowledge Management in E-Commerce
e 4.3.1 Definition and role of knowledge management
e 4.3.2 Types of knowledge (explicit vs. tacit)
e [ 4.3.3 Knowledge sharing and collaboration tools
4.4 Integrating E-Marketing and Knowledge Management
e 4.4.1 Using customer data for targeted marketing

e 442 Leveraging analytics for decision-making
e 4.4.3 Building a learning organisation in e-commerce

Introduction
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In the digital economy, businesses must not only market their products effectively but also
manage knowledge strategically to remain competitive. E-marketing refers to the use of digital
tools and platforms to promote products and services, while knowledge management involves
capturing, organising, and leveraging information to improve decision-making and innovation.
Together, these strategies enable businesses to reach customers more efficiently, personalise
experiences, and continuously adapt to changing market conditions.

The aim of this Series is to provide learners with a clear understanding of how e-marketing and
knowledge management strategies support e-commerce success. We will begin by exploring the
fundamentals of e-marketing, including its scope, importance, and key tools. Next, we will
examine online marketing techniques such as search engine marketing, social media campaigns,
and content marketing. We will then shift focus to knowledge management, discussing its role,
types of knowledge, and tools for sharing and collaboration. Finally, we will integrate these two
areas, showing how businesses can use customer data, analytics, and organisational learning to
strengthen their competitive advantage.

By the end of this Series, learners will be able to connect marketing strategies with knowledge
management practices, enabling them to design holistic approaches for building sustainable
online businesses.

Series Learning Outcomes
Upon completing this Series, you should be able to:

e 4.1 explain the fundamentals/of e-marketing, including its scope, importance, and key
tools and channels,

e 4.2 apply online marketing techniques such as search engine marketing, social media
campaigns, and content marketing to promote e-commerce,

e 4.3 describe the role of knowledge management in e-commerce and distinguish between
explicit and tacit knowledge,

e 4.4 evaluate how e-marketing and knowledge management can be integrated through
customer data, analytics, and organisational learning to strengthen competitiveness.

4.1 Fundamentals Of E-Marketing
4.1.1 Definition and scope of e-marketing

E-marketing (electronic marketing) refers to the use of digital technologies and online platforms
to promote products, services, and brands. Its scope includes activities such as online advertising,
search engine optimisation, social media engagement, and email campaigns. Unlike traditional
marketing, e-marketing allows businesses to reach global audiences instantly and measure the
effectiveness of campaigns in real time.
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Fill in the blank: The use of digital technologies and online platforms to promote products is
called

Figure 4.1 Scope of e-marketing
Scope of E-marketing

Advertising

+ Paid Search (PPC)
« Display Ads
« Social Media Ads

Email SEO
Campaigns * Keywords
+ Newsellters + Content Optimization
* Promotions

. |
« Automated Series Backlinks

Social Media
+ Content Creation

Community Managemen
Influencer Marketing

4.1.2 Importance of e-marketing in e-commerce
E-marketing is vital in e-commerce because it:
- Expands market reach beyond geographical boundaries
e Provides cost-effective promotion compared to traditional methods
o Enables personalised communication with customers
e Offers measurable results through analytics
o
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These advantages make e-marketing a cornerstone of online business success.

Fill in the blank: One advantage of e-marketing is that it provides results through
analytics.

Box 4.1 Importance of e-marketing

Importance of E-marketing
E-commerce

* Extended Reach: Global accessibility, broader audience
audience targeting

» Cost-Effectervics: Lower costs compared to traditional
marketing channels

* Personization: Tailired mesages, customized offers
based to user data

* Measuurabile & Analytics: Trackable results, data-driven
optimization

 Engagement & Interaxivity: Direct customer interaction, comnjun
building

* Targeting: Precise audience segmentation for relevan
ads

4.1.3 Key tools and channels
E-marketing uses a variety of tools and channels, including:
o Websites: Central hubs for branding and transactions
e Email: Direct communication with customers
e Social media: Platforms for engagement and community building
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e Search engines: Tools for visibility through SEO and paid advertising

Each channel serves a unique purpose, and businesses often combine them to create integrated
marketing strategies.

Fill in the blank: Platforms such as Facebook and Instagram are examples of channels
in e-marketing.

Table 4.1 Key e-marketing tools and channels

Key E-marketing Tools & Channels Comparison
Channel Function Key Activities Benefits
Centent publishing * Content Full control
Website presence E-conmerce store Brand building
Lead generation Lead generation Direct sales
Direct customer * Newselters * Hom High ROI
for online Promotions * Personalization Personalization
communication Automated sequences  sequerising Relationship building
Social Medi Community & * Content sharing Brand awareness
DoRiEla engagement Interactions Customer feedback
* SEO (Keywords, * Brand awareness Visibility
Search Engines SEO backclniks) Audience reach Targeted traffic
Paid Search (PPC)

Pilot questions 4.1
1. What term refers to the use of digital technologies to promote products?

2. Name one advantage of e-marketing in e-commerce.
3. Which channel provides direct communication with customers?

-
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4. Give one example of a social media platform used in e-marketing.

5. Why is measurability an important feature of e-marketing?

4.2 Online Marketing Techniques
4.2.1 Search engine marketing (SEM) and pay-per-click advertising

Search engine marketing (SEM) involves promoting websites by increasing their visibility on
search engine results pages through paid advertising. A common method is pay-per-click
(PPC), where businesses pay each time a user clicks on their ad. SEM allows businesses to target
specific keywords, reach potential customers quickly, and measure campaign effectiveness.

Fill in the blank: A method where businesses pay each time a user clicks on their ad is called

-
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Figure 4.2 SEM and PPC advertising

Search Engine Marketing (SEM) & Pay-Per-Click (PPC) Process

1. Keyword Targeting 2. Paid Ad
Placement
« |dentify relevant search terms

« Understand user intent » Create compelling ads

» Bid on keywords
» Ad appears on search
results

4. Business Pays

3. User Clicks
» Cost-Per-Click (CPC) model
* Only pay when clicked » Customer interacts with ad
» Directed to landing page

4.2.2 Social media campaigns and influencer marketing

Social media campaigns use platforms like Facebook, Instagram, and TikTok to promote
products and engage audiences. They often include interactive posts, contests, and targeted ads.
Influencer marketing involves partnering with individuals who have large followings to
endorse products. These techniques build brand awareness, foster trust, and drive customer
engagement.

Fill in the blank: Partnering with individuals who have large followings to endorse products is
called marketing.

)

! i [ A-NET | ONLINE LEARNING VIDEO PLATFORM FOR POST-SECONDARY & HIGHER INSTITUTION STUDENTS



Plate 4.1 Influncer marketing in e-commerce

4.2.3 Content marketing and customer engagement strategies

Content marketing focuses on creating valuable, relevant, and consistent content to attract and
retain customers. Examples include blogs, videos, podcasts, and infographics. Customer
engagement strategies involve encouraging interaction, such as comments, reviews, and
community discussions. Together, these techniques strengthen customer relationships and build
long=term loyalty.

Fill in the blank: Creating valuable and relevant blogs, videos, or infographics to attract
customers is called marketing.
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Box 4.2 Content marketing and
engagement strategies

Content Marketing & Engagement Strategies

Content Marketing:

 Definition: Creating valuable, relevant content (blogs, videos, guides) {o
attract a retain a deined audience.

* Objectives: Build authority, educate customers, improve SEO, drive
traffic.

* Benefits: Long-term customer relationships, brand loyalty, lead
generation.

Customer Engagement Strategies
* Interactive Content: Quizzs, polls, live QA sessions, contests.

11
5

* Community Building: Social media groups, forums, user-generated cont

» Personlization: Tailored email campagns, product recomendations,
personilized offers.

Pilot questions 4.2
1., What process promotes websites through paid advertising on search engines?

2. What does PPC stand for in online marketing?

3. What term describes partnering with individuals with large followings to endorse
products?

4. Give one example of content marketing.

5. Why are customer engagement strategies important in e-commerce?

-
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4.3 Knowledge Management in E-Commerce
4.3.1 Definition and role of knowledge management

Knowledge management (KM) refers to the process of capturing, organising, sharing, and
effectively using knowledge within an organisation. In e-commerce, KM ensures that businesses
can leverage customer insights, market trends, and internal expertise to improve decision-making
and innovation. It plays a vital role in maintaining competitiveness by turning information into
actionable strategies.

Fill in the blank: The process of capturing, organising, and sharing knowledge within an
organisation is called

Figure 4.3 Knowledge management cycle
Knowledge Management Cycle

H

4. Apply 1. Capture
* Use knowledge * |dentify knowledge
* Problem-solving « Collect data/info

KNOWLEDGE
MANAGEMENT
CYCLE
3. Share 2. Organise
« Dissenineate * Categorize

 Access/colaborate ‘ ' « Store/index

4.3.2 Types of knowledge (explicit vs. tacit)

FW
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Knowledge in organisations can be classified into two main types:

o Explicit knowledge: Formal, documented information such as manuals, reports, and
databases.

o Tacit knowledge: Personal, experience-based insights that are harder to document, such
as intuition or skills.

Both types are important in e-commerce. Explicit knowledge supports structured processes,
while tacit knowledge drives creativity and problem-solving.

Fill in the blank: Manuals, reports, and databases are examples of knowledge.

Table 4.2 Types of knowledge in
e-commerce

Comparison of Explicit & Tacit Knowledge

Explicit Knowledge Tacit Knowledge
Formal, documeted, easy Experiental, personal,
to communicate hard to codify

Examples:

¢ User manuals ; ‘
‘ e Customer service skills
* Process guides

* Marketing intuition
* Data reports ng e

. " * Leadership experi—-how
vyebaite PACS * Brand understanding

e Tutorials

Storage:

* Databases, documents, * Human minds, practice,
websites mentership

4.3.3 Knowledge sharing and collaboration tools

-
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Knowledge sharing is facilitated by tools such as intranets, cloud storage, and collaboration
platforms (e.g., Microsoft Teams, Slack). These tools allow employees to exchange information,
work together on projects, and access shared resources. In e-commerce, effective collaboration
ensures that customer data, market insights, and operational knowledge are available to the right
people at the right time.

Fill in the blank: Platforms like Microsoft Teams and Slack are examples of tools.

Box 4.3 Knowledge sharing and collaboration tools

Knowledge Sharing & Collaboration Tools

Intranets:

* Internal websites for employees
* Document repostories, company news, direttires

Cloud Storage Platforms

* Services like Google Drive, Dropbox, OndDive
* Shared files, real-rime document editing
* Access from anywhere, any device

Collaboration Platforms

* Tools like Slack, Microsoft Teams, Trello
* Team communication, project management
» Shared workspaces, video conferrence, task tracking

”»

Pilot questions 4.3
1. What term refers to the process of capturing, organising, and sharing knowledge in
organisations?

-
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2. Give one example of explicit knowledge.
3. What type of knowledge is based on personal experience and intuition?
4. Name one tool used for knowledge sharing in e-commerce.

5. Why is knowledge management important for competitiveness in e-commerce?

4.4 Integrating E-Marketing and Knowledge Management
4.4.1 Using customer data for targeted marketing

Customer data such as purchase history, browsing behaviour, and feedback can be analysed to
create targeted marketing campaigns. These campaigns deliver personalised offers and
recommendations, increasing customer satisfaction and conversion rates. Effective use of
customer data ensures that businesses focus resources on the right audience.

Fill in the blank: Analysing purchase history and browsing behaviour to create personalised
campaigns is called marketing.

-
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1. Customer Data

+ Collect demagrahic
& purchase history

+ Website & app
interactions

4. Improved
Conversions

» Increased sales & RO,
+ Enhanced customer
experience

DATA-DRIVEN
STRATEGY

3. Targeted
Marketing
+ Personaized emails & ads

Product
recommedations

2. Data Analysis

« Identify pattems &
segments
+ Predict behavior

Figure 4.4 Using customer data for targeted marketing
4.4.2 Leveraging analytics for decision-making

Analytics tools provide insights into customer behaviour, campaign performance, and market
trends. Businesses can use these insights to make informed decisions about product development,
pricing, and promotional strategies. Leveraging analytics ensures that decisions are data-driven
rather than based on assumptions, improving efficiency and competitiveness.

Fill in the blank: Tools that provide insights into customer behaviour and campaign performance
are called tools.
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Box 4.4 Leveraging analytics for decision-making

Leveraging Analytics for Decision-
Malking in E-commerce

Role of Analytics in E-commerce Decisions:

* Product Decisions: Using data to identify popular products,
gaps in the marker preferences to guid inventry and development.

* Pricing Strategies: Analyizz market data, compeitor pricing, and
customer demand elasticict elasticity to set compettive and
profiitable prices.

* Pricing Strategies: Optimize marketing spend by
understanding which channels and campans drive the highest ROI
ROI and engagement.

* Promooinal Decisions: Opintifing paints in the user journey,
reconnendations, and improving website based behavior data.

* Operational Efficiency:

» Opeatioung Efficiency: Streamling logistics, invennciny

management and fuffillment usatillent processes through data-driven-
insights.

4.4.3 Building a learning organisation in e-commerce

A learning organisation is one that continuously acquires and applies knowledge to adapt to
changes. In e-commerce, this involves integrating e-marketing insights with knowledge
management practices to innovate and remain competitive. By fostering collaboration,
encouraging experimentation, and sharing knowledge, businesses can build resilience and long-
term success.

Fill in the blank: An organisation that continuously acquires and applies knowledge to adapt to
changes is called a organisation.

whe-o) LA-NET | ONLINE LEARNING VIDEO PLATFORM FOR POST-SECONDARY & HIGHER INSTITUTION STUDENTS



Table 4.3 Features of a learning organisation

Features of a Learning Organisation

Feature Description Benefits

Collaboration & Teamwork | Cross-functional teams, Shared knowledge,
open communication, innovation, improved
shared problem-solving morale

Experimentation &

Encorraging new ideas,

Adaption, continuous

Risk-Taking learning from failure, pilots | improvement, new solutions
Knowledge Sharing & Mentshohp, training, Skill development, best
Learning documntation, practices,

learning platforms instiutiunal memory
Feedback & Reflection Regular reviews, 360-degge| Performance improvement,

feedback, post-mctems

mistake reduction

Empovement & Autonowy
levels, owanship of work

Decision-making at all
levels, owenship of work

Motivation, proactatevs,
faster response

Pilot questions 4.4
What term describes campaigns created by analysing customer data?

1.
2.

3.

-
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Name one benefit of using analytics in decision-making.

What do analytics tools measure in e-commerce?

What is a learning organisation?

Why is integrating e-marketing with knowledge management important for

competitiveness?




Series Summary

This Series has explored how businesses can combine e-marketing and knowledge
management strategies to strengthen their e-commerce operations. We began with the
fundamentals of e-marketing, defining its scope, importance, and key tools such as websites,
email, social media, and search engines. We then examined online marketing techniques,
including search engine marketing, pay-per-click advertising, social media campaigns, influencer
marketing, and content marketing. Next, we studied knowledge management in e-commerce,
focusing on its definition, role, types of knowledge (explicit and tacit), and tools for sharing and
collaboration. Finally, we integrated both areas, showing how customer data, analytics, and
organisational learning can be combined to create targeted marketing, data-driven decisions, and
resilient learning organisations.

By completing this Series, learners should now be able to explain e-marketing fundamentals,
apply online marketing techniques, describe knowledge management practices, and evaluate how
integration of these strategies enhances competitiveness in e-commerce.

Glossary of Terms
e Analytics tools: Software that provides insights into customer behaviour, campaign
performance, and market trends.

o Content marketing: Creating valuable and relevant content (blogs, videos, infographics)
to attract and retain customers.

e CRM (Customer Relationship Management): Tools for managing customer
interactions and data.

o E-marketing: Use of digital technologies and platforms to promote products and
services.

o Explicit knowledge: Documented information such as manuals, reports, and databases.

o Influencer marketing: Partnering with individuals who have large followings to endorse
products.

o Knowledge management (KM): The process of capturing, organising, sharing, and
using knowledge within an organisation.

e Learning organisation: An organisation that continuously acquires and applies
knowledge to adapt to changes.

o Pay-per-click (PPC): A form of online advertising where businesses pay each time a
user clicks on their ad.

e Search engine marketing (SEM): Promoting websites through paid advertising on
search engine results pages.

e Social media campaigns: Marketing strategies using platforms like Facebook,
Instagram, and TikTok to engage audiences.

-
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o Tacit knowledge: Personal, experience-based insights that are difficult to document.

Concept Check Questions [Series 4]
Objective questions

1. What term refers to the use of digital technologies and platforms to promote products and
services? (Linked to SLO 4.1)

2. Which online marketing method involves paying each time a user clicks on an ad?
(Linked to SLO 4.2)

3. What type of knowledge includes manuals, reports, and databases? (Linked to SLO 4.3)

4. Tools like Microsoft Teams and Slack are examples of tools. (Linked to SLO
4.3)

5. An organisation that continuously acquires and applies knowledge to adapt to changes is
called a organisation. (Linked to SLO 4.4)

Short-answer questions

6. State one advantage of e-marketing compared to traditional marketing. (Linked to SLO
4.1)

7. Explain one benefit of influencer marketing. (Linked to SLO 4.2)

8. Give one example of tacit knowledge in e-commerce. (Linked to SLO 4.3)

9. Name one way customer data can be used for targeted marketing. (Linked to SLO 4.4)
10. Why are analytics tools important for decision-making in e-commerce? (Linked to SLO
4.4)

Long-answer questions

11. Analyse the fundamentals of e-marketing and explain its importance in e-commerce.
(Linked to SLO 4.1)

o Basic response: Learners should define e-marketing and list its tools and advantages.

e Value-added response: Outstanding learners may compare e-marketing with traditional
marketing and discuss global reach.

12. Evaluate online marketing techniques and their impact on customer engagement. (Linked
to SLO 4.2)

o Basic response: Learners should describe SEM, PPC, social media campaigns,
influencer marketing, and content marketing.

-
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e Value-added response: Outstanding learners may assess how these techniques
complement each other in building loyalty.

13. Discuss the role of knowledge management in e-commerce and differentiate between
explicit and tacit knowledge. (Linked to SLO 4.3)

o Basic response: Learners should define KM and explain explicit vs. tacit knowledge.

e Value-added response: Outstanding learners may provide examples of KM tools and
their impact on competitiveness.

14. Explain how integrating e-marketing and knowledge management strengthens
competitiveness in e-commerce. (Linked to SLO 4.4)

o Basic response: Learners should mention customer data, analytics, and learning
organisations.

e Value-added response: Outstanding learners may evaluate how integration leads to
innovation and resilience.

Answers to Concept Check Questions [Series 4]
Objective questions

1. E-marketing

2. Pay-per-click (PPC) advertising
3. Explicit knowledge

4. Collaboration tools

5. Learning organisation

Short-answer questions

6. It provides measurable results through analytics.

7. Influencermarketing builds trust by leveraging popular figures.
8. A manager’sntuition about customer preferences.

9. Analysing purchase history to personalise offers.

10. They provide data-driven insights for better decisions.

Long-answer questions
11.

e Basic response: E-marketing uses digital platforms like websites, email, and social
media to promote products.

-
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e Value-added response: Compared to traditional marketing, e-marketing offers global
reach, cost-effectiveness, and real-time measurability.

12.

o Basic response: SEM and PPC increase visibility, social media campaigns engage
audiences, influencer marketing builds trust, and content marketing attracts customers.

e Value-added response: These techniques complement each other, creating integrated
strategies that foster loyalty and long-term engagement.

13.

o Basic response: KM captures and shares knowledge; explicit knowledge is. documented,
tacit knowledge is experience-based.

e Value-added response: Tools like intranets and collaboration platforms make
knowledge accessible, improving competitiveness.

14.

o Basic response: Integration uses customer data for targeted marketing, analytics for
decision-making, and learning organisations. for adaptability.

e Value-added response: Together, these practices drive innovation, resilience, and
sustainable competitive advantage.

Answers to Pilot Questions [Series 4]
Part 4.1: Fundamentals of E-Marketing

1. E-marketing

2. It provides measurable results through analytics

3. <Email

4. Facebook or Instagram

5. Because it allows businesses to track campaign effectiveness
Part 4.2: Online Marketing Techniques

1. Search engine marketing (SEM)

2. Pay-per-click (PPC)

3. Influencer marketing

-
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4. Blogs, videos, or infographics

5. They build loyalty and encourage interaction
Part 4.3: Knowledge Management in E-Commerce

1. Knowledge management (KM)

2. Manuals or reports

3. Tacit knowledge

4. Microsoft Teams or Slack

5. It improves competitiveness by turning information into strategies
Part 4.4: Integrating E-Marketing and Knowledge Management

1. Targeted marketing

2. Better product and pricing decisions

3. Customer behaviour and campaign performance

4. Learning organisation

5. It enhances innovation and resilience in e-commerce

-
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Series 5: Ethical, Legal, and Security Dimensions of E-
Commerce

5.1 Ethical Issues in E-Commerce

e 5.1.1 Privacy and data protection concerns
e 5.1.2 Intellectual property rights in digital environments
e 5.1.3 Ethical marketing and consumer trust

5.2 Legal Frameworks Governing E-Commerce

e 5.2.1 National and international e-commerce regulations
e 5.2.2 Consumer protection laws
e 5.2.3 Contract formation and electronic signatures

5.3 Security Challenges in E-Commerce

e 5.3.1 Common threats (phishing, hacking, malware)
e 5.3.2 Payment security and fraud prevention
e 5.3.3 Role of encryption and authentication

5.4 Managing Ethical, Legal, and Security Risks

e 5.4.1 Corporate governance and compliance strategies
e 5.4.2 Risk management frameworks
e 5.4.3 Building consumer confidence through transparency and security measures

Introduction

As e-commerce continues to expand globally, businesses must address not only opportunities but
also the ethical, legal, and security challenges that accompany online transactions. Issues such
as customer privacy, intellectual property rights, fraud prevention, and compliance with
regulations are central to building trust and sustaining digital business operations. Ethical
practices ensure fairness and transparency, legal frameworks provide rules and protections, and
security measures safeguard both businesses and consumers from threats.

The aim of this Series is to equip learners with an understanding of the ethical considerations,
legal requirements, and security challenges in e-commerce. We will begin by examining ethical
issues such as privacy, intellectual property, and consumer trust. Next, we will explore the legal
frameworks that govern e-commerce, including consumer protection laws and electronic
contracts. We will then study common security challenges, such as hacking, payment fraud, and
the role of encryption. Finally, we will integrate these dimensions by discussing risk
management strategies, compliance, and ways to build consumer confidence.
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By the end of this Series, learners will be able to identify ethical issues, explain relevant legal
frameworks, evaluate security challenges, and propose strategies for managing risks in e-
commerce.

Series Learning Qutcomes
Upon completing this Series, you should be able to:

e 5.1 identify and explain ethical issues in e-commerce, including privacy, intellectual
property, and consumer trust.

e 5.2 describe the legal frameworks governing e-commerce, such as consumer protection
laws, electronic contracts, and international regulations.

e 5.3 evaluate common security challenges in e-commerce, including threats, payment
security, and the role of encryption.

e 5.4 propose strategies for managing ethical, legal, and security risks through governance,
compliance, and transparency.

5.1 Ethical Issues in E-Commerce
5.1.1 Privacy and data protection concerns

Privacy is one of the most critical ethical issues in e-commerce. Businesses collect customer data
such as browsing behaviour, purchase history, and payment details. Ethical practice requires
protecting this data from misuse and ensuring transparency about how it is collected and used.
Strong data protection builds trust and prevents exploitation.

Fill in the blank: Protecting customer data from misuse and ensuring transparency is part of
concerns in e-commerce:

-
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Figure 5.1 Privacy and data protection in e-commerce
Privacy & Data Protection in E-commerce

4. Compliance 1. Data Collection

* GDPR, CCFPA » User information
* Industry standards « Purchase history
Legal regulations Website activity

CUSTOMER
TRUST

3. Transparency 2. Data Protection
» Privacy policies * Encryption

« Consent requests « Secure storage

Clear communication Access controls
Figure 5.1 Privacy and data protection in e-commerce

5.1.2 Intellectual property rights in digital environments

Intellectual property (IP) refers to creations of the mind, such as software, designs, and digital
content. In e-commerce, respecting IP rights means avoiding plagiarism, piracy, and
unauthorised use of copyrighted materials. Ethical businesses ensure that their digital products
and marketing content are original or properly licensed.

Fill in the blank: Creations of the mind such as software and designs are protected under
rights.

-
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Table 5.1 Intelectual Property Rights in E-commerce

Comparison of IP Types in Digital Environments

Deciths E-commerce Duration

Type of IP | Description life + 70 yrs

Copyright Protects original works of Examples in E-
authorship
Trademark Website content, images Renwable every
software code, music 10 yrs
Patent Company logos, product names,

slogans “Shopify” branding

Protects new New e-commerce platforms, algorims, | 20 yrs from filing
intoceses algoritms, business methods

5.1.3 Ethical marketing and consumer trust

Ethical marketing involves promoting products honestly, avoiding misleading claims, and
respecting consumer rights. Transparency in advertising and fair pricing practices build
consumer trust. In e-commerce, businesses must avoid manipulative tactics such as hidden fees
or false scarcity. Ethical marketing strengthens long-term customer relationships.

Fill in the blank: Promoting products honestly and avoiding misleading claims is part of
marketing.
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Box 5.1 Ethical marketing and consumer trust

Ethical Marketing & Consumer Trust

Key Principles of Ethical Marketing:

* Honesty: Accurate product descriptions, troutHul claims, and no mileeding
information.

* Transparency: Clear pricing, terms & conditions, and data usage polices.

» Fairness: Avoding manpulative practices, ensuring accesilbility, and
responsible targeting

Building Consumer Trust

* Data Privacy: Protecting user information and being with regulations (e.g.
(GDPR).

* Customer Service: Responsive support, easy returns, and GDPR.

» Social Responsibility, practices, community engagement, and ethical
ethical sourcing

Benefits for E-commerce

* Brand Loyallt: Customers trust and return to ethical
busineses

* Reputation: Positive word-mouth and public perception

* Long-term Growth: Sustainable business practices and customer
relationships

Pilot questions 5.1
1.. What ethical issue involves protecting customer data from misuse?

2. Give one example of intellectual property in e-commerce.
3. What rights protect creations of the mind such as software?
4. What is the purpose of ethical marketing?

5. Why is transparency important in building consumer trust?

5.2 Legal Frameworks Governing E-Commerce
5.2.1 National and international e-commerce regulations

-
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E-commerce operates across borders, making compliance with both national and international
regulations essential. National laws may cover taxation, consumer rights, and online business
registration, while international frameworks address cross-border trade, dispute resolution, and
harmonisation of standards. Businesses must understand these regulations to avoid penalties and
ensure smooth operations.

Fill in the blank: Compliance with both national and international is essential for
cross-border e-commerce.

Figure 5.2 National and international e-commerce regulations
E-commerce Regulatory Frameworks

International Frameworks &

National Laws & Regulations

& Treaties
* Taxlatlon (VAT/Sales Tax * Cross-Border Trade Agreements
« Consumer Rights & Protection E-COMMERCE s —
' REGULATIONS » Digital Tax Initiatives
* Data Privacy (e.gl, GDPR, CCCA) « Data Transfer Regulations

* Business Licenses * Online Dispute Resolution (ODR)

Governing

Figure 5.2 National and internatiorce regulations

5.2.2 Consumer protection laws
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Consumer protection laws safeguard buyers from unfair practices in e-commerce. These laws
ensure transparency in pricing, protect against fraud, and guarantee rights such as refunds and
returns. Ethical businesses comply with these laws to build trust and maintain long-term
customer relationships.

Fill in the blank: Laws that safeguard buyers from unfair practices in e-commerce are called
laws.

Box 5.2 Consumer protection laws in

Consumer Protection Laws in e-commerce

Key Consumer Protections:
Transparency: Clear and accate product descriptions
* Visible pricing, including taxes & shipping
» Comprehensive terms, conditions and privacy policies
Fraud Prevention
Fraud Prevention: Secure pateways (SSL encription)
Secure payment gateways (SSL encrption).

Measures against identity theft & phisling
Dispute resolution mechanisms for unhatized transactions

Right to heturn Rights for change of mind returns

Timely processing of refunds

Data Privacy: Right ofaulty or missecribed (e.GPP, CCCA).
Protection of personal information (e.gl. GDR, CCA).
Consent requirements for data collection

Fair Trading: No mieliseding or deceptive advertising
Protection against unfiar contract terms

Box 5.2 Consumer protection laws in e-commerce

5.2.3 Contract formation and electronic signatures

Contracts in e-commerce are often formed electronically through terms and conditions, click-to-
accept agreements, or online purchase confirmations. Electronic signatures are legally

-
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recognised in many jurisdictions, providing validity to digital agreements. These mechanisms
ensure that transactions are binding and enforceable, just like traditional contracts.

Fill in the blank: Legally recognised digital agreements are validated through
signatures.

Table 5.2 Contract formation and electronic
signatures

Comparison of Traditional vs. Electronic Contracts

Feature Traditional Contract Electronic Contract
Format Physical document, ink Digital document (e.g, PDF),
signatures electronic/digital signatures
Signatures Handhrwirtn signatures, E-signatures (image,
signatures of wet ink click#l-to-sgin), Digital
signatures sigrrypted (ESIGN Act, eIDAS)
Confvealbilite Legally binding, subject Legally binding, subject contrac

Requires physical presence
or mail, time-conuming

Requires physical presence
or mail, time-conuming

Anywhere, anytime access, fast,
paperless

Record-Keeping

Physical storage,
paper files

Digital storage, cloud-based,
searchle

Security/Authentisity

Hard to forge ink, physical
terarchle

Encryption, audit trails, digital
digital certificates

Table 5.2 Contract formation and signatures

Pilot questions 5.2

1.

2.

3.
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Why must businesses comply with both national and international regulations in e-

commerce?

What laws safeguard buyers from unfair practices in online transactions?

Give one example of a consumer right protected by law.




4. What validates digital agreements in e-commerce?
5. Why are electronic contracts important in online business?

5.3 Security Challenges in E-Commerce
5.3.1 Common threats (phishing, hacking, malware)

E-commerce platforms face numerous security threats. Phishing involves tricking users into
revealing sensitive information through fake emails or websites. Hacking refers to unauthorised
access to systems, often to steal data or disrupt operations. Malware includes harmful software
designed to damage or exploit systems. Businesses must implement preventive measures such as
firewalls, anti-virus software, and employee awareness training.

Fill in the blank: Fake emails or websites designed to steal sensitive information are examples of

-

whe-o) LA-NET | ONLINE LEARNING VIDEO PLATFORM FOR POST-SECONDARY & HIGHER INSTITUTION STUDENTS



Figure 5.3 Common security threats in e-commerce
Common Security Threats in E-commerce & Prevention

4, Prevention Measures

* SSL/TLS Encryption
» Multi-Factor Authentation (MFA
* Firewalls & Antivirus
* Employee Training

1. Phishing & Social
Engineering

* Deceptive emails/websites

« Trick users into revealing data

3. Hacking &
Data Breaches
* Unhachrized access
* Theft of customer data

2. Malware &
Ransomware

» Malicious software
* Malicious zoftvare
« Data encryption, system takeove

Figure 5.3 Common security threats in e-commerce

5.3.2 Payment security and fraud prevention

Payment systems are prime targets for cybercriminals. Secure payment gateways, tokenisation,
and two-factor authentication help protect transactions. Fraud prevention strategies include
monitoring unusual activity, verifying customer identities, and using Al-based detection systems.
Ensuring payment security is essential for maintaining customer trust and preventing financial
losses.

Fill in the blank: Protecting transactions with secure gateways and authentication methods is part
of security.

5.3.3 Role of encryption and authentication
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Encryption ensures that sensitive data such as passwords and payment details are converted into
unreadable code during transmission. Authentication verifies the identity of users through
methods like passwords, biometrics, or multi-factor systems. Together, encryption and
authentication protect against unauthorised access and data breaches.

Fill in the blank: Converting sensitive data into unreadable code during transmission is called

Table 5.3 Encryption and authentiation in e-
e-commerce

Comparison of Security Methods

Method Applications in
E-commerce

Encyption e SSL/TLS for secure website

Converts data into a secret . .
connectying payment details
code to prevent

unthourized access. Ensures
data confidadellity and integrity.

* Protecting customer data in
databases

* Secure comnunication (emails,
chat)

Authentcation  User login with password

Verifiys the identity of a e Two-Factor Authentcation

user or system. Ensures only legitmate (2ZA)
users asces access o )
. * Digital certificates

* Secure payment verification (eg|
3D Secure

Pilot questions 5.3
1. What term describes fake emails or websites designed to steal information?

2. Name one preventive measure against hacking.

-
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3. What is the purpose of secure payment gateways?
4. Give one example of an authentication method.

5. Why are encryption and authentication critical in e-commerce?

5.4 Managing Ethical, Legal, and Security Risks
5.4.1 Corporate governance and compliance strategies

Corporate governance in e-commerce involves establishing policies and procedures that ensure
ethical conduct, legal compliance, and accountability. Compliance strategies include adhering to
data protection laws, respecting intellectual property, and following consumer protection
regulations. Strong governance frameworks help businesses avoid legal disputes and maintain
credibility.

Fill in the blank: Establishing policies and procedures to ensure ethical conduct and
accountability is part of governance.

-
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Figure 5.4 Corporate governance and compliance strategies
Corporate Governance Framework
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Figure 5.4 Corporate governance and compliance strategies

5.4.2 Risk management frameworks

Risk' management frameworks provide structured approaches to identifying, assessing, and
mitigating risks in e-commerce. These frameworks address ethical risks (e.g., misuse of customer
data), legal risks (e.g., non-compliance with regulations), and security risks (e.g., cyberattacks).
Tools such as risk assessments, audits, and contingency planning help businesses prepare for
potential challenges.

Fill in the blank: Structured approaches to identifying and mitigating risks in e-commerce are
called frameworks.
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Table 5.4 Risk management frameworks in e-commerce
E-commerce Risk Management & Mitigation Strategies

Type of Risk Description Mitigation Strategies
Ethical Risks . Dec_eptlve a.dvertlsmg, . anesty & Tra.nsparency
unfiar practices, Privacy Policies
data miuse Ethical Guidelines
Legal Risks * Non-compliance, IP » Legal Compliance,
infrigement disputes Terms of Service
Legal Risks * Legal Complince, Terms off * Encryption
contract disputes Licensing Agreements
Security Risks » Data breaches, cyber-atacks ¢ Encryption, Controls
payment fraud Fraud Detection

Table 5.4 Risk management frameworks in e-commerce

5.4.3 Building consumer confidence through transparency and security measures

Consumer confidence is essential for the success of e-commerce. Transparency in business
practices, clear communication of policies, and visible security measures (such as SSL
certificates and secure payment gateways) reassure customers. Businesses that demonstrate
accountability and protect customer interests build long-term trust and loyalty.

Fill in the blank: Visible security measures such as SSL certificates and secure gateways help
build consumer

-
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Box 5.4 Building consumer confidence

Building Consumer Confidence in e-commerce

Foundations of Consumer Confidence:

» Transparenci: Clear product information, honest pricing (inc. taxes
& maxes & shipping ), accesble terms, and understable privacy
privacy polices.

» Accounability: Responsive customer service, easy returns &
returns & refunds, honoring waringwanties, and clear complaint
resoplaint resolution processe.

» Reliabiity

» Security: Secure payment gateways, data encryption (SSL/TS), froud
prevention measures, and protecting producl infornnal
representation.

» Reliabilty: Consistent order fuffllment, tusturn to reliable platforms.

» Stronged Sales & fiufifmmens, timely delivery, and-oth, and
representation.

Benefits for E-commerce Businesse:
» Stronger Reputation: Positive reviews and word legal issues.
» Sustainable Growth: Builds a foundation for L-lorgm success.

Box 5.4 Building consumer confidence

Pilot questions 5.4
1., What term refers to establishing policies to ensure ethical conduct and accountability?

2. Name one tool used in risk management frameworks.
3. Give one example of a legal risk in e-commerce.
4. What visible security measure helps reassure customers about online transactions?

5. Why is transparency important for building consumer confidence?

Series Summary

-
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This Series has examined the ethical, legal, and security dimensions of e-commerce, which are
critical for building trust and sustaining online business operations. We began by exploring
ethical issues such as privacy and data protection, intellectual property rights, and ethical
marketing practices that foster consumer trust. Next, we studied the legal frameworks governing
e-commerce, including national and international regulations, consumer protection laws, and the
role of electronic contracts and signatures. We then analysed security challenges, focusing en
common threats like phishing, hacking, and malware, as well as payment security and the
importance of encryption and authentication. Finally, we integrated these dimensions by
discussing corporate governance, risk management frameworks, and strategies for-building
consumer confidence through transparency and visible security measures.

By completing this Series, learners should now be able to identify ethical.issues, explain relevant
legal frameworks, evaluate security challenges, and propose strategies for managing risks in e-
commerce.

Glossary of Terms
o Authentication: The process of verifying the identity of users, often through passwords,
biometrics, or multi-factor systems.

o Consumer protection laws: Regulations designed to safeguard buyers from unfair
practices in e-commerce.

o Corporate governance: Policies and procedures that ensure ethical conduct, compliance,
and accountability in organisations.

e Electronic signature: A legally recognised digital method of validating contracts and
agreements.

o Encryption: The process of converting sensitive data into unreadable code during
transmission to prevent unauthorised access.

o Ethical marketing: Honest and transparent promotion of products that avoids misleading
claims and manipulative tactics.

o Intellectual property (IP): Creations of the mind, such as software, designs, and digital
content, protected by rights like copyright, trademarks, and patents.

o | Malware: Harmful software designed to damage or exploit systems.

o Phishing: Fraudulent attempts to obtain sensitive information by disguising as a
trustworthy entity, often via fake emails or websites.

o Risk management frameworks: Structured approaches to identifying, assessing, and
mitigating risks in e-commerce.

e Secure payment gateway: A system that ensures safe online transactions by encrypting
and protecting payment data.

o Transparency: Clear communication of policies and practices to build consumer trust.

-
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Concept Check Questions [Series 5]
Objective questions

1. Protecting customer data from misuse and ensuring transparency relates to
concerns in e-commerce. (Linked to SLO 5.1)

2. Creations of the mind such as software and designs are protected under rights.
(Linked to SLO 5.1)

3. Laws that safeguard buyers from unfair practices in e-commerce are called
laws. (Linked to SLO 5.2)

4. Legally recognised digital agreements are validated through signatures.
(Linked to SLO 5.2)

5. Converting sensitive data into unreadable code during transmission‘is called
(Linked to SLO 5.3)

Short-answer questions

6. State one ethical issue in e-commerce related to marketing. (Linked to SLO 5.1)
7. Give one example of a consumer right protected by law. (Linked to SLO 5.2)

8. Name one common security threat.in e-commerce. (Linked to SLO 5.3)

9. What is one tool used in risk management frameworks? (Linked to SLO 5.4)

10. Why is transparency important for building consumer confidence? (Linked to SLO 5.4)
Long-answer questions

11. Analyse the ethical issues in e-commerce and explain their impact on consumer trust.
(Linked to SLO 5.1)

o Basic response: Learners should mention privacy, intellectual property, and ethical
marketing.

e Value-added response: Outstanding learners may evaluate how unethical practices
damage trust and loyalty.

12. Discuss the legal frameworks governing e-commerce and their importance for businesses.
(Linked to SLO 5.2)

e Basic response: Learners should describe national/international regulations, consumer
protection laws, and electronic contracts.

e Value-added response: Outstanding learners may assess challenges of cross-border
compliance and dispute resolution.

-
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13. Evaluate common security challenges in e-commerce and suggest preventive measures.
(Linked to SLO 5.3)

o Basic response: Learners should identify phishing, hacking, malware, and payment
fraud.

e Value-added response: Outstanding learners may propose encryption, authentication,
and Al-based fraud detection.

14. Explain how governance, compliance, and transparency help manage risks ine-
commerce. (Linked to SLO 5.4)

o Basic response: Learners should mention corporate governance, risk frameworks, and
consumer confidence.

e Value-added response: Outstanding learners may analyse how these strategies integrate
ethical, legal, and security dimensions.

Answers to Concept Check Questions [Series 5]
Objective questions

1. Privacy and data protection
2. Intellectual property

3. Consumer protection laws
4. Electronic signatures

5. Encryption

Short-answer questions

6. Misleading advertising or hidden fees

7. Right torefunds or returns

8. Phishing

9. Risk assessments or audits

10. It reassures customers and builds trust in online transactions

Long-answer questions
11.

o Basic response: Ethical issues include privacy, IP rights, and ethical marketing.

e Value-added response: Unethical practices such as data misuse or false advertising
erode consumer trust and loyalty.

-
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12.

o Basic response: Legal frameworks include national/international regulations, consumer
protection laws, and electronic contracts.

e Value-added response: Cross-border compliance is complex, requiring businesses to
adapt to multiple jurisdictions.

13.

e Basic response: Security challenges include phishing, hacking, malware, and fraud.

e Value-added response: Preventive measures include encryption, authentication; secure
gateways, and Al-based fraud detection.

14.

o Basic response: Governance ensures ethical conduct, risk frameworks mitigate threats,
and transparency builds confidence.

o Value-added response: Integrating these strategies creates resilience and strengthens
competitiveness in e-commerce.

Answers to Pilot Questions [Series 5]
Part 5.1: Ethical Issues in E-Commerce

1. Privacy and data protection
2. Software or digital designs
3. Intellectual property rights
4. To promote products honestly and fairly
5. It builds consumer trust
Part 5.2: Legal Frameworks Governing E-Commerce
1. To avoid penalties and ensure smooth operations
2. Consumer protection laws
3. Right to refunds or returns
4. FElectronic signatures
5. They make online transactions binding and enforceable
Part 5.3: Security Challenges in E-Commerce

-
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1. Phishing

2. Firewalls or anti-virus software

3. To protect transactions from fraud

4. Passwords or biometrics

5. They prevent unauthorised access and data breaches
Part 5.4: Managing Ethical, Legal, and Security Risks

1. Corporate governance

2. Risk assessments or audits

3. Non-compliance with consumer protection laws

4. SSL certificates

5. It reassures customers and builds confidence

FW
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